
~eJmt11"~~'U'U'VI1 El'lh::n1r!~'Vn1'V1 El1~ Elr!~'UfI~'U'VI1"111"~

~~eJ~ u'U1t1~U~n11"~n'M1 fl11~~'UfI~t161 eJ~nEl"lleJ~~11"~'U~ 'VIr!

'Vl~1~ 1

n11"~~1 ~fl11 :U~'UfI~ t161eJ~nEl'VI1 ~~1'U m an 1'V'l~~61::~~u1 ~ "'eJ:U

ernru 1mJ1 Cl1 'U'Vlm \91~11~1 Clm1"?l~1~fl11:U~'UfI\ltl~eJ\91.n Cl'VI1\1~ltl mCl.fl1'V'l bb~~~\1 bb1 \91t1€l:U
~\I r\'1V1'U\91~'Ub~eJU€l\l n'Um ':ib-U1~\I'VI1\1rn Cl.fl1'V'l1\91CliJ1~~tJ'El'Uru1 (') U€l\l n'Ufl11:U b~ClVl1Clue~n11"fI n fl1:U, v ,

~'U'Vl~'V'l~?ll':i?l'Ub'Vll"!:UVl11'VlCl1~Cl~\l1~ r\'1V1tl~m(,)':im':i bb~~u'U1tl~u~1 'Um':ifl1tJ~:u bb~~UB\ln'Um':i~ n'M1

Ad1:U~'Ufl\ltl~'El\91.n Cl~ bMCl1-U€l\lntJ fl1':i b-U11-rr\l1'UVI~€lm':ib -U1~\I~tl~1 i\lltl':i~tJtJ?ll':i?ltlb 'Vll"!bb~~ fl1':i~€l?l1':i

1\91Cl~ ~ 1':iru1(,)1:U Ad 1:U~lrl ru"1J€l\l€ltl m ru ':i~tJtJ?ll':i?l'Ub 'Vll"!ua~-U€l:U~ ~\I btJ'U~tl'Vl~'V'l ~~i1fi 1ue~i1 fl1 1:Uv , ~

~h'UVi 1 u'lJ1t1~u~ n11"~ n'M1 fl11~~'U fI~t161€I~n El'VI1 ~~1'U rnEl.fl 1'V'l bba::~ ~u1 ~'" €I~

1. 1~~ltl\l1tlr\'1V1tl\91~tl~m. itJ~fl1':i~tlm -rr\lltl':i~tJtJ?l1':i?ltlb 'Vll"!bb~~fl1':i~€l?l1':i 1~-6~b~'U uae~

i1fl1':itl':i~ fl11"!1~~tJ'Vl':i1tJyj'1 ntl 1\91(J fl1':i r\'lV1tl\91~tl~~\I n~ 11 bbU\I€l€ln btJ'U~tl~vl1\11tl ~tl~~\91~\1 bb~~~ \91blltJ

€ltlmru':i~tJtJ?ll':i?l'Ub 'VlI"!VI~€l':i~tJtJbfl~€l'lhCl ~'Um -rr\l1tl':i~tJtJbfl~€l~1Cl 1~?llCl btJtl~'U,
2. 1~~1'U\l1tlr\'1V1'U\91~'Vl~1 'Ufl1':ib-U1~\I~'Um i\ll'U':i~tJtJ?ll':i?l'Ub 'Vll"!bb~~m':i~€l?l1':i

3. 1~~ltl\l1tlr\'1V1'U\91:U1(,)':im':i 1tlfl1':iflltJfl:Ufl1':ib -U1-€l€ln~'Um -rr\ll'U':i~tJtJ?ll':i?ltlb 'Vll"!bb~~fl1':i,

4. Vltl1Cl\lltlmCltl€ln~111 bfl~eJ\lfleJ~~l b(,)eJiVl~m~tlmrum -tit tlm':itl~U~\l1tl':i~tJtJ bfl~eJ~ 1tJ

mCl 1tl~ltl\lltl ~~~€l\l~\lutl'Vin 1'UbLtJtJ'WeJi:Ufl1':i"1J€l€ltlru1(,) 1-rr\lltlbfl~eJ\lfl€l:U~lb(,)eJiVl~eJeJtlmru LL~~~€l\li1, v ,

bb'U1t1~U~n11"fl1tJ~:Un11"~ihe:leJn~eJ~fleJ~-W1b(,)eJinm~

1. ~\91LL~':i~tJtJ~eJ\lr\'lV1tl\91m(,)':ifl1':ifl1':iAdtJfI:U bL~~UeJ\lntltJflfI~.fl1tJtl'El n1 'Ufl1':iL-U1~\I~€l\l
'U 'U "I'

fleJ:U~lb(,)€linm\l (data center) 1\91tJ~~~eJ\ltl~tJ~eJ~l\1UeJtJ~\lil

(1) fl11""1J€l€ltlru1(')b-U11-rr~'El\lfl€l:U~1 b(,)€linm\l~~~eJ\I':i~'U~\lfl~m':i~ VI~€lAd1:u'<il1LtJtl1 tl, v ,



(2) ~'lJeJl'l!11 'li\~m~eJ~tJ5u~\9)ld.Jn~"J:; ltitJ'U'lJeJ~cil'U~l'UeJ~l~lfr~~frrVl

(3) ~'lJm 'Ill 1 iVi' eJ~ ~ eJ~hJvll f1l "J1Vl "1 e)'UeJl'il rieJ1 Vi'd'lVlflllm~ mill tl ~ eJ'IIJ1V'1rH1'U

l'ih1i l1ml.ul l1mmJf1 "Jl:!Jvr~n'ilm"Jd.J~~lliJ'Ufll"J

(5) mru~iJ fll"J 1 i~l'U'UeJ rulmvll fll"J ~'lJm .ul1 iVi'eJ~~eJ~ 1~1'UeJ'Urul\9)'ill nVfTvlulcil'U~l'U
" , v

ll61:;l~eJ nl"J~Vll\9)~tld.Jl-.iflillUl~'lJeJ~cil'U~l'U 1 'Ufll"Je)l'Ul tlf11ld.J?1:;Vl1 n;;1l ill1'Ufll"JtJ 5u~~ l'Uli1~n~ II

(6) fll"J l.u l 111II iJ 'Ufll"J n'U"J :;'U'U~;;1l A ru-.i)'II u'U~eJ ~iJ ~ 1'U e.1 Vl'lleJ'U"J:;'U'Ut! 'UeJ~ rh n'U Vlll61
Q,.I '\J 'U 'U

fll"JtJ5u~~l'U ue :;iIll nil fll"J m:;v1l fll"J 1Vl "1 ~eJl'ilci~e.J61 ~m :;'U'U'il:; ~eJ~1~1'Uf11ld.J l~'U'lleJ'U'ill ru-.ifl'lJ eJ~

(7) ~eJ~~Vl1 Vi'iJ~'U~;;1lill1'Ufll"J~~d.JeJ'U iIl~eJ'lJ'UtJltl~tJmru~l~ "1 l~eJiIl~m~tl~fll"Jl.ul~~

~'U~Vi'eJ~fleJd.J~ll\9)eJ{nm~ bVltJhJ-.i)'ll U'U

2. ~ Vlll61"J:;'U'U~eJ~ f11'Ufld.JVlll61arnwu 1Vl~eJd.J'lm~Vi'eJ~fleJd.J~ll\9)eJ{n61l~ bVltl fll"J\9)"Jl'il?1eJ'Ufll"J
'U'U 't 'U

v1l~l'U'lJeJ~"J:;'U'Um ~ 'Ufll"Jf11'Ufld.J?1f1lV'lll1Vl~eJd.J'lJeJ~Vi'eJ~l~eJ 1Vi'?1ld.Jl"Jbl1i~l'U l~\9)ld.JtJn~ ~~ ll'U~eJeJm U'U 3,

(1) "J:;'U'U\9)"Jl'il~'Ufll'U (smoke detector system) l~eJ'\'.1eJ~n'Ufll"JlnVle)flA.ntJ'lJeJ~Vi'eJ~

fleJ:!J~ll\9)eJ{nm~

(2) "J:;'U'Ulfl~eJ~tJ1'UeJlflll'! (air conditioning system) l~mJeJ~n'Ufll"JlnVlmld.J~eJ'U

?1:;?1d.J'lJeJ~eJtJmrull61 :;fli'Ufld.Jf11ld.J~'U~ In Vl'ill n61:;eJeJ~Jl1 'UVi'eJ~fleJd.J~ll\9) eJ{nm~" .

\9)ld.J'Ubtl 'Ul tl1 'UiIld.Jl Vl~ll~l tl fll "J'U~iIll"J~ Vlnl"J~ l'U fll "J~eJ?1l"J ll61:; lfl~eJ~ l tl?1l "J?1'Ul'VIl'!

~~ l~nlill'UVl~'Ul ~eJ 1Vi'fll"Jl11lliJ'U~l'U~ l~tJl.ueJ~ n'Ubfl"J~?1~l~~'U\il'U~l'U?1l"J?1'Ul 'VIAll61:;eJtJmrutJ"J:;m61e.J61~ ,
il fl 1l d.JbIn ~ eJ~ l illd.Jl :;?I d.J ll61:; tJ 61eJVlnCJ d.JiIlll 'VICJ l ~ CJ ~ ~1Ji ~ Vlv1lll 'U1tJ fiU~~'Ul ~ eJ1Vi'~ Vlll61':):; 'U'U

'U ~ 'U 'U

ll61:;mi'U~ fll"J lJi \9)"J:;iIltln ~~iIltr l~ fn ld.J1'U e.1Vl'lleJ'UJil'U nl"J~ Vlnl"J ll61:;fll"J1i"J:;'U'UfleJd.J~l l\9)eJ{ll61:;lfl~eJ ~l CJ
"
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611~GfUb'Vlfl bb{;j~611m~flLJ5D~mllmh~ bA~'lA~~ l~CJ 1Vlih'h'U~lll 1 'Ufl1~~1 CJn'Ui:l'El'ln'Uii1'U'Vl~~~ bb{;j~oU'El~{;j

'U'El'lllVl1l'Vl CJ161CJ1VI'El~1 'U61fl1~iJ fl11ll~'U A'lLJ{;j'El\Y1JlCJ ~'l A~'El'UA{;jll ~ 1'U fl1~~ m~l A11ll61 'U A11ll fl fllX'El'I~ , ~

bb'UTLl~U~n1~1ii.:jl'Ubfl~B.:jflBll-W1b\91B{~fl"lh~

1. fl1~~\Y1~'lbA~'El'lA'ElllVi1 b~'El~~fl~lCJIX'El'l~lb ilu fl1~~lllbb 'U1LJ5D~~'lA~'El'UA~llLJ~~ b~'U~l'l 1

o fl1~~\Y1~'l1 LJ~bbmlli:l'El'ln'U 11~61A'ElllVi1b~'El1 (anti-virus)

o fl1~~\Y1~'l1 LJ~bbmllLJ~'ULJ~'lfl1~~\Y1~'El'll vrJ'U'El'l1'Ul\Y11 (Window update Patch)

o fl1~~\Y1~'l"ll'ElyJ~bb1~~W01'U
'"

3. 1 'Ufl1~ boU11-if'll'UbA~B'l A 'ElllVi1 b~ 'El~~ fl~l CJ0-if'l1'U1X'El'lLJ5D~~lll u'U1LJ5D~ b~ CJ1n'U

fl1~~~'U bb{;j~Vi61\l1.hr1~'U bb{;j~fl1~'U~'Vl1~~ \Y1fl1~~Vl61~1'U611'Vl~'Um -if'l1'U, ~ ~

~~'U~'Elm -if'l1'Ubb{;j~~Vl61~1'U1VlflfllX'El'l i5'l\l~611m~m~CJfl1 -if'll'UbbVllloU'Elll{;l1~ ~'l bA~'El'lA'ElllVi1 b~'El~{;jfl~lCJ, ~ ~ ~ ~

b~'Elll~'El n'Ub'El'l 'Vl~mA~'El'lA'ElllVi1 b~'El~{;jfl~l CJb~ 'Elll~ 'Eln'U bA~'El'lABllVi1 b~B~ bbJJ~lCJ ~'l fl1~n1'Vl'U~~Bm -if'l1'U~ ~

bb{;j~~Vl61~l'U\l~1X'El'lLJ5u~~lll~lll u'U1LJ5D~ fl1~ 1 -if~Vl61~1'U'El~1'l bA~'lA~~
5. Vl1llin V!iJfl1~ 1 -if'll'UBLJmru~m'h'll~CJ 1JJ~1'Ufl1~m~'U1'Ufl1~Vi61\lu\9i'1~'U bi'U msu 'lJ1, ~

~'Ub'VlB~bi1~~l'UB'Elfl bA~'El'lb~CJ1 (Shared Internet) 'Vl~'Elfl1~t'h 1 'Vl~~~vliJB~m ~'Elll~'Eln'U bA~B'lA'ElllVi1 b~B~

b~'El1-ifbtJ'Ui'El'l'Vl1'l1 urns 1-if'll'U~'Ub~'El~b i1~

6. V!lllb oU11-if'll'Ub l'U 1"1l~vnJJb 'Vlm~61ll 'Vl1B1JJb~CJ1oUB'ln'U.fl1~n\l'U'El'lll'Vl11'VlCJ161CJ

7. V!lll'Vhfl1~bLJ~CJ'UbbLJ{;j'l'Vlmm{;j'U 1'ElV; (IP Address) 'UB'lbA~'El'lABllVi1 b~'El~.fl1CJ1 'Ui.:11'U'l1'U

1~ CJiJ1~~'U'El'Uru1~\l1 fl611t!flA'ElllVi1 b~B~, v

9. bA~'El'lABll Vi1 b~ B~\l ~ IXB'liJ fl1~n 1'Vl'U\Y1r11 fl1~~ fl.fl1~'Vl~1\l 'El (screen saver)bb{;j ~~ BA

'Vl~l\lB b~B 1V!iJfl1~i:lB'ln'Ufl1~b oU1~'l~~'U'ULJllu~ fl1~ 1 'U'Uru~vnJJiJ0 -if'l1'U
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bb'U1t1nU~n1';j~~~.,'jLf'1~eJ.,'jf'1eJlJihL~eJ~~n"lhEl

1. ~\91~'l bb~~1-if'llU';i~'U'UtlnU~f11';i~i1~'lli1'Vli~n~eJ'l(9l1lJ n~J'v'lJ1CJ

2. 1~\i)1b'WUn1';itl~'Utl1'l';i~'U'UtlnU~n1';i (Update t-1~tJ Service Pack t-1~tJ Patch t-1~tJ

Hot fix 'lltJ'l';i~'U'UtlnU~f11';i~U)

3. 1~i1f11';i~\91~'l6(jtJ'V'll91bb1~DtJ'ln'W11~;;1f1illJ'vh b(9ltJ~ (Anti-Virus)

4. 1 ~i1 f11 ';irht-1'W\91ua~~\91~'l6(jtJ'V'll91u1~~'W~1'W~611tinfltJlJ'W1 b(9ltJ~u'W~t11~tJ f11';itl nU~'llU

'll tJ'll.Jt-111'Vl CJ1 f{CJ 1\91CJ1 ~i1 nl';i'Vl'U'Vl1U';i 1 CJn 1 ';i6(jtJ'V'l191u1~~U~lU~'U L~ tJ1 ~ bt-1l.J1 ~;;1l.Jua~;;1 tJ \91fill tJ'l
'"

n'Uf11';itlnU~'l1'Wml.J.fll';in"'lltJ'll.Jt-111'VlCJlf{CJ

5. fl1';i~\91~'l6(jtJ'V'll91u1~~U~lUbb~~6(jtJ'V'll91 bb1~vtt -if'llu~i1~'lli1'Vli~n~tJ'lml.J n~t-1l.J1CJ~~1 btJu~tJ

f11';i1-if'l1'W'1JtJ'll.Jt-111'VlCJlf{CJ

6. f11';i\i)lbU'Wf11';i'l11';i'l~n~lbfl~tJ'lfltJl.J'W1b(9ltJ~~n~lCJtJ~1'l1.J'tJCJtJ~~ 1 f1~'l, ~

.0:::9 ~ I( I .c:o. QJ

bfl ';itJ'lfi tJl.J~1 b(9ltJ';i~ n'll 1 CJ'1JtJ'll.Jt-111'VlCJ1~ CJ~
8. bfl~tJ'l fltJl.JY11 b(9ltJ~" ~~tJ'l nlt-1'W\91r11b~ mJtJ'lnu m';ib ·1hCi'l';i~'U'utlnU~f11';i'll ru~m~i10 i'llU

9. bfl~tJ'lfltJl.JY11 b(9ltJ~,,~~tJ'lvhm';i~'lr11m';i~n"tJ.fl1~ b~tJm~i1m';i 1 i'llU

1O. bfl~tJ'lfltJl.J'W1 b(9ltJ~"~~tJ'ltln~tJflt-11.J'l"tJ'Vlnfl~'l b~tJ b;;1~"i'Wf11';i 1-if'l1'W~ ,

';i~'U'Utlnu~m';i

12. ~\91v11';ilCJ'l1'Wb~CJ1n'U';ilCJ~~bBCJ\91'll'¬ JJ'lbfl~'¬ JJ'lfl'¬ JJl.JYhb(9l'¬ JJ~~n'1hCJtJ~~1 fI~'l~

Lb'U1t1nU~n1';jl-H.,'jl'U';j~G1U1fl~l£)~

1. r:r~'¬ JJfI';i'¬ JJ'l';i~;;1U1fln'¬ JJ~(Buasri 10) "~~'¬ JJ'l1iTtr;;1U1I"lneJ~'1J'¬ JJ'l(9lUbeJ'l b~eJ 1 i'W;;1"U1'11(9lU~ ~

ua ~(9l';i1,,;;1'¬ JJ'Ui1'Vl5n'¬ JJub·ih1i';i~'U'U;;11';i;;1Ub 'Vlfl t-1~mfl~'¬ JJ~lCJBUb 'Vl'¬ JJ~b1J(9l'lltJ'll.Jt-111'Vlmf{ CJ

2. r:r~ '¬ JJfI ';itJ '1 ';itr;;1Ull"l~1 eJ~ ~ '¬ JJ'lbtJur:r~'U ~ \91't1 '¬ JJ'UvltJ e.J~ vll'l6l ~ bn \91~U" 1nm ';i1-if'U~ n 1 ';i~ ~ I

bfl~m fleJl.J'W1b(9l'¬ JJ~t-1~m~'U'Ubfl~eJ~l CJ blUbbvl"~'W;;1,,u'1~11e.J~ b~CJt-11CJ~Ubn \91"ln f11';im~v11'1JeJ'lr:r~'W~ ~

3. ~~tJ fI';ieJ'l ';itr;;1U1 f'l1~1eJ~ ~'¬ JJ'l~'l~eJ (Login) b.ul~';i~'U'U 1\91CJ1-if';itr;;1ul f'l1~1eJ~'1J'¬ JJ'l(9lUbeJ'l

bb~~v11f11';i~'l~'¬ JJtJtJn (Logout) VJnfl~'l b~eJt-1~\91m';i 1-if'llUi1f1';il1 t-1~m;;1~"iuf11';i 1i'll'W
4. ';i~'U'U;;11';i;;1'U b'Vl1"l'1J'¬ JJ'll.Jt-111'Vlmf{ CJ" ~v11 f11 ';iu'WVin.utJl.J~ f11';i1i'llU ~'l;;11m ';imJ'l'UtJ nl'11~
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• cOr;l1'U'VI 4 u'U1u~U~n1~1i~~r;leJl'U

1. ~~?I~l'U (password) "i)::;\ileJ'lilfl11lJ(ll1hhJeWnl1 8 1911'r)n~'";i lV1(1eJl\J\J::;t]'";i::;neJuli1"w

1911b{;1'!J (Numerical character) 1911'r)n~'";iYllJ'l,h~n 1911'r)n~'";iYllJ~1V!b1l (Alphabet) bb{;1::;1911~n'!J'";i::;Ylbl"1~

(Special character)

2. '";i~?I~ l'UWleJ'l hj bU'U fll~ilfl11lJv!lJl (I.Jf'l.nl~11 VI (I ua ::;.nl~l~'l n ~~ uae bU'Ufll~hJil

fl11lJv!lJl(11'U~\J'Ul'Un'";ilJ,
3. 1l.Jfl1'J~'l'J~?I~1'UbV!iJeJ'Unu~eJv!~eJ'UllJ?ln{;1 v!~eJ~'1~~l(1~eJm'";ifllV1bm,
4. 1l.Jfl1'";i"i)Vlu'UVim~?I~1'U 11l. 'U~~Uflfl{;1~'U?lllJl'";ifllJeJ'Ib -M'U11i1,
5. fl1'";i'Vhm'";ibtJ~(I'UbbtJ{;1'1'";i~?I~1'U1v!lJl'UVln1 3 b~eJ'U btJ'UeJ~l'1tieJ(I

6. '";i~?I~l'U?lllJl'";imbfll '!J1JlJl1(1Vl'Ub'~N~1'Ub 1U 1"ll1'l https://account.swu.ac.th

7. 1l.Jfl1'";i'l.h'";i~?I~1'U~bfl(ll i'l1'UmbbiK1 n~ulJl1 i'll'UBn

8. '";i~?I~l'U\J::; ~eJ'I btJ'Ufl11lJ~U bQ~l ::;'!JeJ'IUflfl{;1 bb{;1::;"i)::;~eJ'l1l.J bUVIbt-JCJv!~eJ n'";i::;vlln 1'";ilVi,

~1'Ui15

1. bfl ~ eJ 'I fl eJlJ Yl1 bVleJ~.n 1 tJ1 'U611 'U'11 'UVln bfl ~ eJ'I ~ eJ'I vll n1'";i~ ~ bVIVI (Update Patch)

'";i::;uutJ5U~n1'";i b1UU'";il1 b"lleJ~ bb{;1::;1tJ'";ibbmlJ~l i'll'U1~b tJ'Utl\J~u'U b~eJuVI~eJ'Il V!1 (Vulnerability) ~

bnVl~'U\J 1 n"lleJvJl'l bb1~
2. bfl~eJ 'I fl eJlJYl1 bVleJ~V1n b fl~eJ'l ~ eJ'1vll n 1'";i~ VI~ '11tl '";iu n '";ilJU eJ'I n 'U1116'1 uae n 1 ~ Vl1il'J u n'";ilJ,
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5. rleJ'Unl';j 1.;r~1'U~e),U'UVifm uu'Vmvnl1leJ~~ m';j\71';j1~?feJUUmn'U fh~'\91hhllmlJ't.h~?f~rl~ltl

6. m.;ru~m';jl1leJ~'Vhm';jm1~?feJu1v1~~?fllJ1';jfl'Lh~m!;'l~ ..J&'l1vl'(l-ci'U .exe .com .bat .vbs
'U

"
f1eJlJ-W1l\71eJ~'VInf1-r~,

, d
"1'U'VI 6

1. 'lXllJ0 i~1'UtJ5u&\m';j 1\911~l'u'Um';j-rr\91~eJfl{]'\I1lJ1tl '\I11eJ~mi';j';jlJe)'U~ 1\91tl'\l11fl~m';jm~'Vh

~~mi11 dl\91~'U~eJ ltJ'Ufl11lJ.:rU~ \91'1.ieJU'1Jmmi~l'U ~~eJ ~'UeJ fll wumn flfl11lJ.:rU ~ \91'1.ieJU'1JeJ~lJ'\I111'V1tll~ tl
'U 'U

3. 'lXllJm i~l'U';j~UUB'Ul 'VIeJ~lu\711'U'VI1~~11J l '\I1lJl~?flJ l 'Ii'U fll';jll?f\91~f111lJA\91l ~'U'\I11eJm';j 1i
'U

m~lm1J?fflTV~ '\I11eJm~'Vhm';j 1\91 61 ~~~v'h1 'IX~~'Ul~tl'\l11tl, I 'U

5. lJ '\1111'VItl 1 ~ tl '1JeJ?f~1 'Ui1 'VI~1 'Ufll ';jtl ru~ fl '\111eJ';j~ ~U fll ';jl ~ eJlJ I?ieJ 1'U n';jill\71';j1 ~ ?feJU 'V'lU

m';j'V'l tntnuu nsn '\I11eJV'h1 'IX';j~UU?fl';j?f'Ul 'VIi'1'\111m~UU lfl1eJ'lil tl'1JeJ~lJ'\I111'V1tll~ tl~tJ';j ~i1'V1fim'V'l!;'l\91!;'l~, ,
6. 0 i~1'Ul1leJ~'Vhfl11lJ l'ih 1 ~ uae tleJlJ-ru';j~ lUtlutJ5U&\~lJ'\I111'V1tll~ tJfll'\l1'U\91~'U l\91tl~~e)l~';h

11J'VI';jlU';j~lUtlutJ5u&\,x'U 1D1vl'

7. U ru~~ i~l'U (';j~?fU1 i'1~1 eJ~) ,x'U lJ '\1111 'VItl l~ tl lJeJU 1 'IXl ~eJ fll';j 1 i~l'U I71llJfll';j n~'1J eJ~
~ 'U
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, d
i;l1'U'VI 7 U'U1UllU&\ rn su~Vi1 'j~ 19lm 'j'j~'U 'U"ill9lVilJ1fiB b~ rm 'jel'Wn ~

1. bfl~B'IflBlJ~l b~B1 bblhh tJ~ bD~ 1 ~'U~n1':i':i ~'\J'\J~ ~'VIlJ1tJ~h~ n'Vl'H:l'U n61 (E-mail Server)

~B'I bth"!bfl~B'IflB:lJvh b~B1'/.1B'IlJ'VITI'VI tJl~ tJ'VI~B';i~'\J'\J~ ~'VIlJ1 tJB b~ n'Vl':iBD n61Jl1tJ'UB n~~ bbJ;1'\J~'VI1':i~~l~tJ
"

"
6'\'I'lln flBlJ~l b~B1 b'vht1'U

2. ~~ bbm~'\J'\J~B'I~~ 1~:lh~'\J'\J 1 'Un1':i~':ill\l6'lB'\J~~'VIlJ1tJBb~n'Vl':iBDn61'V1m:l'u'\J~~l'Ub oU1BB n
"" '

, d
i;l1'U'VI 8

cv ...:::;:"I .t::It w:: .<:::t, tf

'\J11!"11~~'VIlJ1tJmJ;1n'VI':iB'Un6'l

3. m-if'l1'U~B'I1lJl-ifuru~~~'VIlJ1tJBb~n'Vl':iBDfl61'/.1B'I~~'U 1~11~~ 1~-r'\JB'Urul~'VI~B hjil~llJ
'U Q) 'U" Q.I

5. ~llJb~tJbby.J~oUBlJJ;1~b'LJ'Uf111:lJ~'U'/.IB'IlJ'VI11'VltJ1~tJ
"

6. ~llJUJ;1B:lJbbUJ;1'1 'VI~Bvl~bbUJ;1'1~e:J~?i'lb~e:J 1 ~'UflflJ;1~'Ub oUlh~~11~~'VIlJltJBb~n'VI':ie:JDn61J'U" ,

9. ~l:lJ?i'l~~'VIlJ1tJB b~n'VI':ie:JDn61b~m~ uuy.J':ilU':ibbmlJ 'VI~B';i'lX6'l~1'U6'\'1'V1-r'\Jn1':iboU1Ci'l1U':ibbmlJ

1 'U~m~ru~~b tJ'Um':iJ;1~ dj~~'/.I~'Vl~

11. ~llJ 1-if1\l~'VIlJ1tJBb~ n'Vl':iBDn61'/.1B'IlJ'VI11'VltJl~tJ 1 'Un1':ibby.J~m~~ltJ ll-r6'l 'VI~B1U':ibbmlJ~

btJ'U el'U~ ':i1 tJn'U f111:lJ il''Ufl'lUJ;1e:J~.ntJ'/.Ie:J'1':i~ '\J'\Jbfl~ e:J~1 tJ:lJ'VI11 'VltJ1 ~ tJ

12. ~llJm ~m-if'll'U111uru~~~'VIlJ1tJB b~ n'VI':iBDn61~1~-r'\Jl\llnlJ'VI11'VltJl~ tJ1U6'll1fl':i6'llJl~ n
" v

~llJ b1'\J 1'(j~~1'1 "l b~m.hdtJ"11'11?il'U~'U bbJ;1~1~ b~tJ1oUe:J'In'\JJl1':inl\l'/.lB'I1.J'VI11'VltJ1~ tJ

13. b~mn -if'l1'U1~-r'\J':i'lX6'l~1'UbbJ;1~ boUl?i':i~'\J'U~~'VIlJ1tJBb~ n'Vl':iBDn61fl{'1 u':in moU'Il'U~e:J'I'Vh
" " "
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17. ~llJ;;1'lif)~i;l;;1J'U~f1f1i;l~iJfl11lJe:lf)'U 1VllVl~m tJ'Ufl11lJ~'U~ l'U'Vll'l~ ~VllJ1tJ~lt.~ flVl';Jf)UflG1

1~tJ 1~hlbil';J~61if)lJi;l
'U

VllJ1~ 3

G'lfl11lJ611f\q)'lJf)'l fll,;)f11'UfllJ bbi;l~fl1';)\l';)rulfl1,;)11lJ fl'U1'Ufl1';)tJBu&1nUf)~l'l~flrflf)'l bVllJ1~61lJ b~e:J1Jf)'l fl'U

fl1';)'Umfl~e:J1'<il rif)1~bn~fl11lJ b~tJVlltJ ~ m~'U'U611';)61'Ub'Vl1"1ua~bf1~f)'1ilH'IJf)'llJVll1'Vl tJ1~ tJ, ,

I d'
E;ll'U'Vl 1

1~btJ'U1tJV)ltJf111lJb~tJ'U'~'f)tJ bbi;l~iJtJ,;)~~'VlTIm'V'l Vllflml'<il'V'l'U~'l~~tJfl&1 b~tJ1 fl'Ufl1';)1~'ll'Ubf1~f)'lf1f)lJ~l b~f)1

Vl~m~'U'Ubf1~f)'1iltJ 1~~~bbm~'U'U~'Uih bu'Ufl1,;)bbm 'IJ ,;)llJ~'l{jf)'lfl'Ubbi;l~'U,;),;)b 'Vllfl11lJ b~tJVlltJ~e:J1'<il'<il~bn~~'U
'U'U

1'UVI'UVluae1'Umru~~'l~~tJfl&1I'l'lflGil1bn~~'U'<illflfl1,;) 1~'ll'U'lJf)'lm ~'U1fl1,;) ~hjbtJ'U1 tJ~llJ'U 1tJ'UltJ 1~~'U
'U
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~1'lN1'U 1VI~\9ibbm~'U'UY1\J1Jru1J~~'UnT~ 1.ffJ~'U'U bfl~eJ'lhCJ'1JeJ'Irn .ff'U1n1JIi1'1mi111~Vl'UYl~~ ~
(2) &)\91~ 'I uJ;1~ tl-r 'UilJ '11 tlJ bbn J :JJfI €I :JJY11 b~ €I 1611 'M-r 'Uum '1J-is€I 'U fl 'V1~ €I 'I '1J€I 'I bfI ~ €I 'I,

"" ,bflJeJ'1J1CJ

'lieJ'IVll'1fl1J~m11J'1JeJ'IJ~'U'Ubfl~eJ'li1CJv1'bJiJfl11:JJ~lb u'Ul1leJ'I1 .u'l1'U 1 'UVl'UYl

(5) \91UJ;1-rn~l bbJ;1~ tl -r'UtlJ '1'11ru~\J \9I'M:JJ1 CJB b~ rm J €I -u n611 VIt1 n 111€I 'I ua~bU'UU \J \J '11'U
'U 'I v '\J 't

l\9iCJ1VlCJm~n~Vl6fl1J 1 .u'll'U'1JeJ'Irn .u'U1fl1Jv1~'UG'lJl1'V1fl1Jb u'Urn .u'U1fl1J~ ~

J~'U'UtliJU&)fl1JbbJ;1~n1'M'U\9iJ«G'l~1'U 1Vlbu'U 1 tl~l:JJ u'U1tliJU&)n1J 1 .uJ«G'l~l'U

(7) 1 :J1.ff rJ1 'U 1 \J 'MU 1v1'1J€I 'I ~ 'U1 'U n 1 J b-is11:i '1-iseJ:JJJ;1~ 1 'U 'U fI fI J;1'M~ €I b-is11 .u '11 'U J ~ 'U 'U~ ,
f1eJ:JJY11b~'¬ ll1'1JeJ'I~~'Ul\91CJ1:JiJb 'M~~m)'UG'l:JJfl1J. ~ ,

(8).1:Jm~'V'h fl1J~'U 1\91v1iJ~n~ru~ bU'Ufl1JJ;1~ dJ\9I~Vl6-iS'¬ ll:JJJ;1~1'U'UflflJ;1'M~eJb-iSl1.ff'l1'UJ~'U'U~ ,
f1'¬ ll:JJY11b~eJ1v1iJ-iSmJJ;1~1'U'UflflJ;1~\9ibn'U 111 WllCJ 1'U l\9iCJ1:JiJb 'M~~{;1e)'UG'l:JJfI1J~ , ,

I I ' I

(10) biJ €I~ \91uaJ~'U'U~'U\J 1 n'MU 1Yl \J ~ l1leJ'I fl'U~Vl6'1JeJ'I ~ \91bbJ;1~1'U'I1'UYl btl CJ1-iSeJ'In'U fl1J
'\.I'll 'U'U

tlnU&)'MU1v1'1JeJ'I~'U 1 'UVl'UYlv1~'U\J 1 n'Mu1v1 uae 1VI~iJrJ1'Ul\J'M~eJ ~m~-r'U:JJeJ'U'M:JJ1 CJm1 \JG'leJ'Ufl1J fl'U~Vl6
':.,J ~ ~

(11) ~\9Iv11 bb~'UL11J'I-rn~lJ~'U'UG'llJ6'i'Ub VlPl bbf.J'U611JeJ'I ua~nfl'U-iSeJ:JJJ;1 bbJ;1~bb~'U-r'UiJeJ.n CJ
'I. 'U 'U

iJfl11:JJ~'UfI'I bbJ;1~tlJ;1eJ\9I.nCJ1i1'1~eJ1 tlt1

(1) u'UVinJ;1'11 'U~mn'U-iSeJ:JJJ;1v16'il:JJ1Jt1-rn~lf111:JJflJ'Uil1'Ut1nl1leJ'l bb'lil\J1'1 bbJ;1~J~'U1i11'UflflJ;1v1
'\J \J 'I 'I

b-iS11:i'l~eJli1'1n~111~

(2) iJJ~'U'Ufl1Jbn'U-rn~lfl11:JJ~'U'1J'¬ ll\l-iS'¬ ll:JJJ;1v1u'UVi n 11' uae n1'M'U\9I.ff'Ufl11:JJ~'U 1 'Ufl1J b-iS11:i\l
"
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Auditor) v!~€JUflfll:1Yl?il'Ll..:Jl'Ll:lJ€Ju'ttnntJ,
(3) 1 'Llnl'~U'LlVln:lJl:1\l"Jl\l"Jt1'Ll ~€J..:J?ll:lJ1"Jm:;mltJl:1:; bBcW1m -tlU~m"Jb tJ'Ll"JltJ'Uflfll:11~

'U 'I 'U 'I.

(4) b~ €J1~.v€J:lJl:1m "J\l "J1 \l "J'Vll..:JfI €J:lJ~l bVl€J~~ fll1:lJ fI n ~€J..:Jbbl:1:;U1:lJ 11 itJ"J:; ltJ '1l'Ll1~\l ~..:J~ ~

bb'U1tJliu~n1'~fl1UfJ:lJn1'HiJl~ ..r;j~UU6'll~6'I'UbVlfl

1. :lJV!11'VltJ161tJ~€J..:Jn lV!'Ll\i11~~:lJ1Vl~nl'JfI1UfI:lJnl~b .vl1inW"J:;UU?ll~?l'Llb 'Vli'lb~€J\i1 bbl:1-rmn, ~

'1l€J..:J:lJV!11'VltJ161tJ

2. ~ \i1bbm:;UU~€J..:J nlV!'Ll\i1~'Vl6nl'J b6ih~..:J.v€J:lJl:1uae "J:;uu.v€J:lJl:11 ~ bV!:lJ1:;?l:lJnUnl"JtJ fiU~..:Jl'Ll
'U'U 'U 'U ~

bbl:1:;V!'lh~fI11:lJ-rU~ \i1'1l€JU'1l€J..:Jm<if "Jl:lJ~..:J~~'LlVl€J'Llnl"J'VlU'Vll'Llbbl:1 :;tJ-rutJ"J..:J~'Vl61 ~?l€J\i1f1i1€J..:Jnu nl"J b.v1~..:J~ ,

nl"Jb .vl1-tl..:Jl'Ll"J:;UU?l1"J?l'Llb 'Vli'l\llnmtJ'Ll€Jn

7. tf\i1bbm:;uu~€J..:J~m"JnlV!'Ll\i1~'LlVl€J'Llm"Jb .vl1-tl..:Jl'Ll"J:;UU?l1"J?l'Llb 'Vli'l\llnmtJ'Ll€Jn€J..:JAm~~

fI€J:lJ~l bVl€J~bbJ-J<UltJ~ uu n\ll m:;UU?ll"J?l'Llb 'Vli'l~'Ll l\i1tJ ~\i1~..:J~~€J..:J~€J:lJ~1 bVl€J~nm..:J v!~€J~€J..:JfI€J:lJ~l bVl€J~~..:J

~?lm'Vml\i1i1€J:lJ~bv!:lJ1:;?l:lJ b<U'Ll"J:;uu-rm~1f1l1:lJtJl:1€J\i1.ntJ "J:;uml1"J€J..:J 1 'rlyh bbl:1:;"J:;uutJ~umnli'l btJ'Ll~'Ll
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:IJ1~1f111l.l.(;1 ~-lJel'll~'lJ&\~ l.VI:IJ1~i:1:W1 'Wf111l.-lJ1~'l1~'U'Ui:111i:1'Wl. 'Vlfl~iJfrJ1:Wi;,hfi' qJ~'ll.l.(;1~11 ~elf1111'Um'W l.~el

'll flUel'l1 ~'U'Um1i:1'Wl. 'Vlfl\llflilll ~fll1:W l.~t.l'leJ'Wl.~el'l:W1\11 fl f1111iel'll mru \il'lfl~ 11,

, .:::

l.'Vl1'W'W

12. ~-r'lJ'.i11'l\llflilltJ'Welfl ~el'l'll~'lJ&\~l:W'W 1tJ'U1tJl.l.(;1~ u'Wl'll~'lJ&\-d 1(9]tJ1~iJfl11(;1'l'W1:Wl. .u'Wm tJ

~ fl1jrueJm~1-r'U1el'l11\1 ~1:JU1-lJel:W(;1'lJel'l:WVl11'VltJ1~ tJelel fl1tl l.tJ(9]l.i:-Jurn tJ'Welfl
"

, d
"1'U'VI 3

1. ~(9]l.l.m~'U'U~el'ln1V1'W(9] 1~iJ~'W~el'Wfl11'lln'lJ&\fl11n1V1'W(9]~'VlTIel~1'll..u'W'Vl1'lf111 1~l.l.nm i~~ ~ ~

11 tJ1VI:J"1Jtl'l:WVI11 'VltJ1 ~ tJ l.~ tl1 ~iJ ~'VlTI1'Wfl1 11i'l1'W1 ~'U 'Ui:11161'WI.'Vlfl'lJtl'l :WVl11'VltJ1 ~ tJ~ 1:Wfll1:W ~ 11..u'W

11:W~'l~'W~tl'WtJ~'lJ~G'\'1V1-r'Ufl11tJm~ fl~'VlTIf1111i'l1'W l.~'W f111l. 'll~ tJ'W61m'W~ f111I.'ll~tJ'U~11.1.VI'l1'l fl11(;11eltlfl

VI~tlfl11~'W61JlTVm11'll~'lJ~'l1'W \il'l~tl1 'll-d

(1) f1111~-r'U~'VlTIfl11l. -lJ11i'l1'W1~'U'Ul.fl~tl'lhtJ 1.l.(;1~1~'U'U6111i:1'U1.'Vlfl'lJtl'l:WVl11'VltJ1~tJ

(1.1) fl1 rut1~ \il"il~1~-r'U~tl'lJ ru~hl.(;1~ 1'tXi:1m i'll'WJll tJ1 'W 5 1'W VI~ 'l"il1 fl11 tJ 'l1'W ill
v '\J

1.1.(;1~'1111~ I.~'Wl.1tJ'U1tltJ I.dh

(l.2) mru'Ufl(;11m"il~ 1~-r'U~tl'lJru~I.I.(;1~1'tXmn i'l 1 'Will tJ1 'W 11'W VI~'l"il1fl~1'W'Vl-r'V'ltJ1m
, V '\J

(2) fl11 tJfl b~ fl~'VlTIfl11 b-lJ11i'l1'W1~'U'U bfl~tl~ltJ ua~1~'U'Ui:11161'Wb'Vlfl'lJtl'l:WVl11'VltJ1~ tJ

(2.1) mrut1~\il"il~i:lfltJm~fl~'VlTIfl111i~tl'lJru~l.b(;1~1'tXi:1mi'l1'WilltJ1'W 30 1'1.1VI~'l"il1fl" v"

'll1~~flii (application) "il(9]VI:W1tJ~)b~fl'Vl1tlt1fl;;1 (e-mail) 1~'U'Ubfl~tl~ltJHi:11tJ (Wireless LAN) 1~'U'U
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Bu. 'Vl'e:l'h ~ ~ (Internet) dJ 'U~ 'U 1111tJ ~ eJ-:J1,x~'Vl ~h~'\fl1:; 1 'Un1 'JtJ Bu~,:)1ul 'UVI~ 1 ~ ~~~:; ~ eJ-:J11'l-r'U

fl11Jj~~'U'I.leJ'U~lm~'1V1~1~1'U-:J1'U~D'Ummjmmh)m~'J 'J1Jj~-:J~eJ-:J'Vl'U'Vl1'U~'Vl5V)-:Jml11eJ~1-:J~eJtJtJ~:; 1 fl~-:J

3. erl11~~m:;'U'U~eJ-:J'U~Vl1'J~I11n1'J~'Vl5n1'JH-:J1'U V)-:J~eJ1 tJ-d
'\J'\J

.:::'!I 1.1 <LI I ~ VOl

~Jj€J'\fl'U'J:;tJ:; ~1ml11-:Jnm1V1'J€J'\fl'U~1 nm uVI'U-:J

(3) mruiln1'J'h;(j' 1-:Jer-r'U~ 1-:J~1 nm tJ'U€Jn~ :;~€J-:Jn1V1'U111'J:; tJ:; ~1m n1'J 1 -d-:J1'U'I.l€J-:Jer-r'U~1-:J
'\J '\J

rn tJ'U€Jn ua :;'J:;~'U n1'J 1 -d-:J11.I'Vl'UVl~~€J-:J1'UV)-:Jml11 ~6'I~~~'UVI~€J~'U6'lI11~runn, ~ ~

1i11~~Vlt1-:JVI~€JtJm~nn1'JH-:J1'U

(2) tll'J~-:JJj€J'U'J~6'I~1'U.a-1 fl'J11l,xn'U m-d-:J1'U1'l1tJl15tll 'J~tJ~€JI11.n tJ VI~ m~ tJ-:Jtll'J~-:JJj€J'U'\J .

tll'J ~-ii1t1-:J'I.leJ-:J-iieJJj~1111tJn1'J ~-ii1t1-:J-ii€JJj~~:; ~-ii1t1-:J11'l~~vn:;erml'l-r'U€J'Uru1~
'tI 'tI 'U' v

(1) ~eJ-:Jiln1'Jn1V1'Ul11tJ'J:;~[l'Vl'(J€J-:J-iieJJj~ ~-:Jiltll'J~Ii1~~,j-:JH~D'U 3 tJ'J:;~[l'Vl ~€J
'\J

'J:;'U 'UtJ'J :;'I.l1~ Jj~'U 6
(2) ~€J-:Jiltll'J~I11{;hV)'Uf111Jj6hrlru'(Jm-ii€JJj~ 1I11m~,j-:JeJeJmD'U 3 6hV)'U~€J

~ '\J

(2.1) -iieJJj~~il'J:;V)'Uf111Jj'i:1'lrlrumn~6'l111
'\J ~,

(2. 2) -ii€JJj~~il'J:; V)'Uf111JjG11rlrutJ1'Unm-:J
'\J ~
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(3) lileJ-.lii fll'J thVI'U~'J ~v1U,a\j"UeJ-.l fll'J b'ihn-.loUmJ(;] 1~tJii fll'J~6'f~.u~'VlTI1 ums boU1n-.loUmJ(;]~ ~ ~

bbliia~'J~ v1ui'U ua ~IileJ-.ln 1 'Ill'll ~ 'J1 tJ~ eJm oUua~'JVl6'f~ 1'Ub~ eJ1-il1'Un1 'J~ 'J1 ~6'feJU~1 ~ 'U~~ -.l"UeJ-.lm.;)oUeJjj (;]~ ~ ~

(3.1) 'J~v1ui'U~lVl-rU~U~Vl1'J~

(3.2) 'J~v1ui'U~lVl-rUm off-.l1'U~11tl~

(4) Iilmrl1Vl'U~'J~ tJ~b1m 1urns boU1n-.lbb(;]~16fll'J 1'Ufll'J'J~~Ufll'J 1.;)-.l1'Ub~m;''U'j~tJ~ rien
(5) lileJ-.ln1Vl'U~~ eJ-.l'Vl1-.l1'Ufl1'J boU1n-.loUeJjj(;]1 'Ubbliia ~tl'J~ in 'Vl rhii n1'J boff1 n-.loffeJjj(;]~ ~

bblii(;]~tl'J~bJl'Vl1m~tJ~'J-.lVl1eJfl1'Jboff1n-.l~1'U'J~um1'U

( 6) IileJ -.ln 1 'Ill 'U ~ 1 ,x ii n 1 'J boU1 'J Vl6'f (encryption) u (;]~ t1 eJ~ 'J Vl6'f (decryption)

1 'Ufl1'J-ru~-.loUeJjj(;]~ 1r1bll ~ 1'U'J ~uu bfl1eJ'll1 tJ6'f1'51'jru~~ dJ 'Ujj 1 m:01'U6'f1 n(;] b~'U SSL VPN Vl1eJ XML
~ v ..,

Encryption btJ'UIil'U1'UmU1fl1'J~u~-.loUm.dm11r1t1l~1'U'J~UU bfl1eJ'll1tJ6'f1'51'Jru~

(7) m .;)-.l1'UU1fll'Jb oU1'JVl6'fm1,;)nUoUmJ(;]~ btJ'Ufl11jj~U l~tJtl f1U~~lm~b utJufll'j-rn~l~ ~ ~

fI11jj~U'Vl1-.l'J1'tlfl1'J 'I"-I.I"l. 2554

(8) lileJ-.ln1Vl'U~m mfl1'J-r n~l fl11jji('U fI-.ltl(;]eJ~JltJ"UeJ-.loUeJjj(;] 1'Um U1U1bfl~eJ-.lfleJjj~l b~eJ~~

~eJu'UVinneJ'U btJ'UIil'U

(9)' ~~ bb~'J~uulileJ-.ln1Vl'U~ 1,xii'J~uu~~ bfiutl'j~l~fl1'Jb oU1n-.loUeJjj~~~ ~

13



bif1~~ nl'V11JIi1~Vlil ~bt.J'Vn::;

~'l.llJ,j~-:Jl'U~-:J:W'V1~l~

1'tJe:JIi1'lleJtJbvil~'Ubb{;l::; 1~

1'UJeJ-:J-UeJ\9ln{;l-:Jnl'J hJ bUIi1bt:-JtJ

bfl~eJ~ltJ.f11tJ 1 'U (Intranet)

- 'V11ml1btJ'U(;)eJ-:J~1'U~ln

bfl~eJ~ltJ?l151'Jru::; 1 ~~1'U

'J::;UU VPN 'lJeJ-:J

:W'V111VltJ1~tJ

- 'V11ml1b tJ'UI;jm~l'U~ln

"" ,bfl'JeJ'lJ 1 tJ?l151'Jru::;

nl'V1'U1i11~~eJ-:J:Wnl'Jb -Ul'JVI?l

(encryption) ~btJ'U

m\9l'J:ffl'U?lln{;l b"11'USSL..
VPN

'VeJ-:Jnl'J~l:W bt:-JtJ u 'Vl~'V1~eJbU Ii1

61?l151'Jru::;
'U

bUIi11~b-Ul~-:J 1~bu'Vll::; 1~:W-UeJnl'V1'UIi1'V1~eJ-UeJ~1:Wnl'J

~'l.l n,j~ -:Jl'U'V1~eJ~iJfl'"J1:W b-Ul~-:J -UeJ:W{;l'l.l'J::;bJ1Vl~~ ~ ~ ~

~lb tJ'U~eJ-:Jl.ff-UeJ:W{;l eJ'Urul\9l1 ~bUIi1 bt:-JtJ61?l151'Jru::;
'U 't <l.I 'U

.r:::::J q I I

'V1{;lnb{;ltJ-:Jnl'J?l-:Jt:-Jl'U

bfl~eJ~ 1 tJ?l151'Jru::;

- 'V11n~lbtJ'U~eJ-:J~1'U~ln

bfl~eJ~ltJ?l151'Jru::; 1 ~

~l'U'J::;tJtJ VPN 'lJeJ-:J

:W'V111VltJl~tJ

-1~:W-UeJnl'V1'U1i11'Unl'JDmn'U

bb~u 'U::;1111~'J::;l11i1'J::;1-:J1 'U

nl'J1111 'l.l1imh-:J b'V1m::;?l:W

- ?ll:Wl'Jm-Ul~-:J 1~~1'U'J::;UtJ

- b-Ul~-:J1~bU'Vll::;~"Nblm~

1~1'tJeJ'Urul\9l, v

... ""b"ll1fl~

- b-Ul~-:J1~\9l1:W"111-:Jnm~

bUIi11~u~nl'J
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~ ..
b..:J'Ub\?le:J'U

- -ifm.j~ fl1':i"lJe:Jl'llbb Vltl..:J
'\J

,
- r\'l~..:J~'U':il'l1fl1':i

o ~

- VmJ1VltJlb VI'U"ill'lnVle:J\?l

- -ifm.j~6'f"lJfI1'V'o1
'\J ,

'V.. ~
- b'l1e:J'l111'l

-f116'f'Ul

-ifmJ~-O~1'l l~\bfl
'\J

- -um'll':i~"ii'11i11/

'V'oIl6'ftle:J~1'l
.:d CV ..:::.I

- b~"lJVltJtll'l1'Ei'Ulfll':i

- VI~n311'Ufl1':i~lm~'U

6'f16'f~n1':i

- tl':i~1~fl':ie:JtJfl-r1

- tl':i~l~fl1':iPlmll

- VI:l.J1m~"lJ1Vl':iP1'V'o1-v1bfl~e:J'U~
-ife:Jlm-O~1'l hlbbrl

'\J

- ~Vl5tl':i~ lCJ'l1'L1bb~~

6'f16'f~n1':i

- tl':i~1~fl':ie:JtJfl-r1

- tl':i~l~fl1':iPlmll

"" ,-m:Jj~

- VI:Jjlm~"lJ 1Vl':iP1'V'o1-v1f11CJ1 'U
o I

-l'l1bbVl'U..:J

.,; ""
- 6'fl"lJ1Vl"iltJfl1':il"lmll

- ':itl~lCJvtl -dfl1CJ 1'U
'\J

:JjVll1VlCJ1~CJ

- [:.J~..:Jl'UVll..:Jl'l11fl1':i

-ife:J:Jj~-O~1'l Hlbbrl
'\J

- flru~ 6'fl"lJl1'l11

-un1':iPlm~n

-l'll':il..:J6'fB'U

-ifB:Jj~~11tl"lJB..:J:JjVll1VlCJ1~CJ
'\J

- bb[:.J'UVi:JjVll1VlCJ1~CJ

- 1'l1bbVltl..:J..:Jl'U

- [:.J~..:Jl'UVll..:Jl'l11fl1':i
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j;huVi 5 u'U1t1nU&\ nT~f11'Ufl:l.Jn11b ih~~1~'U'UtlnU&\n11

1. enoU,:jl'U~eJ,:jnlVl'UVl~eJenoU (username) ll(;l~1'IX6'l~1'U (password) hWl1loUl1oU,:jl'U~ ~

1~'U'UtliJU&\ fI11'lJeJ,:jlfl ~eJ,:jfleJd.j'vh lV1eJi'lJ eJ,:j6'il't.Nl'U

2. m oU'U~fl11~eJ,:j hJeJ'WrulV11 ~~~'W 1oU~eJm oU uae 1'IX6'l~1'W'lJeJ,:jV1'Ul~eJfl1';j loUl1oU,:jl'Wlfl~eJ,:j
\J 'l <l.I '\J 'U

.0:::::0, 6 I I Q..I

fleJdJ'WllV1m'lJm6'll'W,:jlmldJll'W

3. en oU'U~f11';j ~eJ,:j~,:j ~ 1 f11';j~ mJ eJJll'W l ~eJvi lf11';j~ eJflVl.u 1'<ileJJll'W In eJhJii f11';j1 oU,:jl'W~

bl(;l~~eJ,:jmeJm'IX6'l~l'WBnfl.r,:jlneJ~eJ,:j fI1';jboUl1oU,:jl'W

4. m oU~eJ,:jvilf11';jeJeJn'<illm~'U'UtlnU&\fI1';jVlllfl.r,:jV('Wvhnm~1l1 oU,:jl'W~ ~ ,

1. ~~ll(;l';j~'U'U~eJ,:jfl1'UfldJ~t1!t1!lru'lJeJ,:j~tlmrum~'<illtJ~t1!t1!lru (access point) 1~eJ~'1 'W~'W~

1oU,:jl'W';j~'U'Ulfl~eJ'lhtJ1~6'lltJ'lJeJ,:jdJVll1VltJ1Gi'tJ
2. ~Vlllm~'U'U~eJ,:jvilf11';j~,:j~lleJ6'lleJ6'lh~ (SSID Vl~eJ Service Set Identifier) 1~eJtJ'1mtlll'U'U

\l'U 'U 'U

'U~V1~ (bridoe)l'VhJ'W l~eJ 1~m oU,:jl'W~6'l'<il111'i'1V1'W~1'W';j'IX6'lUl\"11h~'lJeJ,:jdJVl11VltJ1Gi'tJ:> ~ ~

5. ~Vlllm~'U'U~eJ,:j~Vl1 ~:Wfl1';j~Vl~,:j 1Yl'heJmh~Vll1,:j';j~'U'Ulfl~eJ~ltJ 1~6'lltJn'U';j~'U'Ulfl~eJ~ltJ~~

mtJ1'W6'ilWl'W

6. ~ Vlllm ~'U'U ~eJ,:j1 oU"lJeJYlI'1ll1i Vl~eJ ~l"1i Vllll i V111'<il6'leJ'Ufll1dJ~'Wfl,:jtl(;l eJVlDtJ'lJ eJ,:j';j~'U'U~~

~eJ'lX1Vl.ul6'il'W,:jl'W1~Vl11'UV('WVi

7. ~Vlllm~'U'U(!)mfl1'UfldJVlll(;lm ~'Uflfl(;l Vl~eJ Vlt11tJ,:jl'WmtJ'WeJll~:D1vl~'UeJ'WrulV1loUl1i'U~fl11
'U 'U 'l 'U 'l ' v
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bb'U1Unu~1'Un1~~~~~6'l1~.uU(;l~eJU

1. f111b~mJ~e:Je)Umru611~.u (switch) Vi~e:J eJ'U (hub) Vi~e:Je:Jumrub~mJ~e:J~'U1~~"il~th:lJ1vh~, ,

2. f111L~'U611tJtJV1~ (UTP) Vi~e:JvllLl1'Uf111~(i1~~"il(i1L~mJ~e:J611CJtJV1~ 'U'Ue:JUmru611~.u Vi~e:J eJ'U
'U "I 'U "I

1 'U1'1LL~fl~(i1LL(;ll(i1mhunfle:J&.lV1l L~e:Ji "il~I'1e:J'ILL~~?hunfle:J&.lV1l L~e:Jirie:J'U'Vlnfl~'1~ ~ ,
3. Vi&.ll CJL(;l'1J1e:J~~~(i1 ~~'U'Ue:JUn1ru611 mJ \)~1'1e:J'IL{J'UVi&.ll tJ L(;l'1J~ ill Vi'U (i11m(i1 tJ611U n,

fle:J&.lV1lL~e:JiLvht!'U -M'l&.lvllL11'Uf1111(i1tJiJ1~~'Ue:J'Urul~, v

4. eJumru611~.u~~(i1~~ 1 i~1'U\)~l'1eJ~LtJ(i11 i~l'U 1u11~fleJ~LeJ61bB'ULB&.l~ (SNMP) L~eJ1-M'611un,

u'U1UnU~ n1~fl1Ufl~Jn1~b ii'1i1~~~UU bfl~e:J·lhtJ U~~bfl~e:J~fle:J&.lvh b~ e:J1u1i"lh tJ

1. 611U n fl eJ&.lV1lb~eJ{ ua ~G1l'U'Il'U~iJ~eJ'I fleJ&.lV1l L~eJi mn:J 1-M'nl'VI'U(i1&.llm n11 fll'Ufl&.l,
f111b oii1-'mm -M'eJ'IfleJ&.lV1lL~eJ{nm'l

2. mi'U~f111\) ~tlleJU mru:lJ1 L~e:J&.lI9le:Jn'ULfl~eJ'IfleJ&.lV1l L~eJ{Vi~eJd~'U'U Lfl~eJ·lhCJ'1Je:J'IG1l'U'Il'U~ ,
l'1eJ'I1~~'UeJ1it111~\)l n~lVithG1l'U~l'U LL(;l~l'1eJ~tJljU~~l&.l'U Iuin tJdeJ~l'1 Lfl~'1fl~ (i1

3. -M'1&.lm(i1m~vhn11Lfl~eJ'UtJltJ ~(i1~'1eJtJmruL~&.lL~&.l L~eJ&.l~eJVi~eJm~vhn111(i1 6") n'U~ , I

eJtJmruLfl~eJ"lhtJG1l'Unm~ ~'11~LLri eJtJmru~(i1Vil L~'U'Vll'1 (router) eJtJmrum~\)ltJ61rurulru611~.u (switch)
"I "I , V Q.)

l(i1tJiJ1~~'Uf)'Urul~\)ln~(i1LL~1~'U'U
"I IV 'U 'U

4. ~(i1bL~1~'U'U\)~I'1f)'1fll'Ufl&.lf111L oii15'1~~'U'ULfl~eJ~ltJ L~f) 1 ~f111'U~Vil1~(i1f1111~'U'ULfl~f)~ltJ~~ ,
L{J'U1 tJmh'liJtJ1~~~~.f11~ ~'1~f) 1 tJd

(1) ~ln(i1"df)'1'Vll'1n11L oiil1i'l1'U1~'U'U Lfl~f)~lCJ b~f)fll'Ufl&.lm i'U~n111-M'611:lJ11t:11 i'll'll, ~

fleJ&.l'WlL~eJ{ LL1i~ltJ

(3) 1 ~ 'lJ 'ULfl ~ f) ~ 1 tJ '1Jf) ~ &.l Vi11 'VltJ 1 ~ CJ\) ~ 1'1eJ~ L~ eJ&.l19leJn'lJ 1 ~ 'U'U~ n ~1 flll &.l tJ ~ eJ(i1iltJ 'UeJ'I
Lfl~eJ~ 1 tJfleJ&.lV1lL~e:JiL~eJ L~ eJ&.ll9leJ1tJtJ'I1~'U'U Lfl~e:J~ ltJ ~'U.f11 tJ'UeJn

17



(5) nTH .u1?f'J:::'U'Ubfl~8~18'U8'1~vnlVl m~ 8-b~81 -if'll'U~hJbVl8~b~1'l1l18'1'l'hm'J~?l'<iJU(?)ll'l'U
" 'u

1(9)8m'J'J:::'U;8 m-ifuae 'J~?l~1'U'tJlf'1TI8~'U8'11'l'U, "
(6) Vlmm{;l'U18~ (IP Address) 'U8'1'J:::'U'Ubfl~8~ltJ~Vl11Vlm~8 '<ii'lbU'U1I18'1ilm'JD8'1fl'UiJ

1~VI'th8'11'U.n18'U8n?llm'Jm ;8~~8V1~8~8'1b~'U lJ\'

(7) ~(9)v\'lbb~'U~'1'J:::'U'Ubfl~8~18(network diagram) 1(9)8'J:::ll'J18i:1:::bB8(9)b~V1fl'U'U8'Ub'Ul'l

'U8'I'J:::'U'Ubfl~8~18m81'Ubb{;l:::'J:::'U'Ubfl~8~18m8'U8n'VII~8~~'1'lJ-r'ULh'l1~bu'U'lh'<iJ'tJ'U, ,

'J:::'U'Ubbi:1:::'<ii'lfl(9)m'J1-if'l1'Ubu'Vll1:::b'l'h~'<ii'lbU'U

5. ~(9)bbm:::U'U1I18'lfllUfl~(9)bbm:::'UUbfl~8'lfl8~~lbI'l8~bbaJ~181~881 'U?lm'VII'VII~8~1-if'l1'U uae
'U'U , 'U '\J

1I18'lmUfl~m'Jbbm'U VI~8b'lJ~8'Ubb'lJi:1'lA1~1'l1'U8'1"1l8'W(1)bbl~'J:::'U'U(Systems Software)

6. ~Vl11Vl81~ 81J\'~hb'u'Un1'J'tJ'UVin.u8~i:1'<iJ'J1'<iJ'JVl1'lfl8~~1b1'l8~ b~81 ~?!lm'Jm:::u ~'l(?)1" ,

(1) 'tJ'UVin.u8~i:1'<iJ'J1'<iJ'JVl1'lfl8~~1bl'l8n 11.'U~8 bn'U.u8~i:1~?l1~1'JfI-rm~lfll1~fl'J'U51'U
" "

flnll18'l uVf'<iJ~'lbbi:1:::'J:::U(?)lUflfli:1~b.u1~'l~8~'ln~111J\' 1(9)8-if8~i:1ffim'Um'J~(9)bnUII18'lfhVl'U(9)i'Ufll1~~U 1'U
'U 'I 'I 'U

?l1'J?!'UbVlf'1'U8'1?fl'U'l1'U(Internal IT Auditor) VI~8Uflfli:1Vi?fl'U'I1'U~8UVljJ18,
(2) n1'J'tJ'UVinn1'Jv\'1'l1'U'U8'l'J:::U'Un1'J'lJ5'tJ~'l1'U'U8'l0-if'l1'U (application logs) uae

'tJ'UVim18i:1:::bB8(9)'U8'I'J:::U'U'U8'lfl'Um'J'U m n b"li'U 'tJ'UVinms b-if1-88 m:::uu 'tJ'UVinm 'J'VIItnm~ b.u1?f'J:::UU, , "
'tJ'UVinm'J1-if'll'Ufh~'l (command line) bbi:1:::'tJ'UVinm'J'<iJ'J1'<iJ'JVl1'lbU'UII1'Ub~8'lJ'J:::18'l!'U1'Um'J1-if1'l'Jl'<iJ?l8U

bb{;l:::1I18'1'tJ'UVin.u8~i:1~'ln~11H8~1'1if88 90 l'U 't!u~'l bb~m'J1iu~m'Ji'U?l(9)i:1'1" ,
(3) il n1'JI'l'Jl'<iJ?l8U.u8~i:1'<iJ'J1'<iJ'JVl1'lfl8~~1bI'l8~'U8'lm-if'l1'U'J:::U'U8~bU'U'lJ'J:::'<ii'l

" ""
(4) 1I18'lil16n1'JD8'lfl'Um'J bbm'Ub'lJ~8'Ubb'lJ{;l'l'tJ'UVin.u8~i:1'<iJ'J1'<iJ'JVl1'lfl8~~1bI'l8~~1'l1 uae

'<ii'lil(9)~Vl6n1'Jb.u1~'l'tJ'UVimVI~lL1'U1~bu'Vll1:::Uflfli:1~b~81.u8'lb'l'hL1'U,

m1~Ui:18(9).n8'U8'l'J:::U'U'<iJ1nm8'U8n~'1~81u.Q
( 1) U fl fl {;l'<iJ1n VI1.11 8 'l1 un 18 'U8 n ~ 1118'1n 1 'J~ Vl61 'Un 1'Jb.u11-if'll 'U 'J:::UU bfl ~8 ~ 18,

18



(2) e:ilil~~{;1~::;'U'UIii'B'lfll'UfllJ"1lB'l'Vll'lfl1~~B6'll~ v11-ijhAfl1WVll;i1::;'U'UB ~1'l-r1il nlJ Iii'B'lhhtJlil
'U 'U" 'U"

"1lB'l'Vll'l~1i'l1'U~'l1 llliltJ hl'<i11~U'U ~~~::;"1lB'l'Vll'l~'lmhT;u::;Iii'B'l(?)Iilfl1~~~BlJ~B lliltJeJl'll WJ~~~B1~1~ i'll'U

~~(;1::;'il::;~tJIil1milJl~B ~~B~fl1~~B'l'VB~'<i11~U'U~vh,1'U

(3) n1~~~BlJ~m ·ih61.ifBlJ~ V!~B~::;'U'U.ifBlJ{;11Jl'ill m::;tJ::;1n{;1Iii'B'lVlTu'UVin.ifBfI11lJ ~'l~ ~ ~

V!~BfI11lJ"i\'1~u'U1'Ufl1~~1~u'U'l1'Un'U611'U'l1'UB~1'l~~tJ'l'Vm

(5) fl1~~.ifl1i'l1'U~::;'U'UIii'B'l~1'Ufl1~~6'1'iJ'U(?)11'l'UlliltJ1'hH6'I'lJlflTIB~'VB'llJV!11'VltJl~tJ~

(6) m~~.if161~::;'U'U'il1n ~f1~B"1l1tJ6'1151~ru::;Iii'B'l~ nl~ 1ilJ 11'l~n 1~-rn~l f111lJU{;1rJIiln tJ~

~~~lJ~'U'illnlJ1m\il'Ufl1~~.ifl61~::;'U'UJl1tJ 1'U ~"1l'Ufl1~1m~~B'U ~rJ6'I~rJ6'I~~B~~u'UIii''U. ~ .

(7) e:ilil~~{;1~::;'U'U'il::;Iii'B'lnlV!'UIil"1lrJ'l'Vll'lmmurns ~~BlJ~rJ ~.if161~::;'U'U~f1~B~ltJf1rJlJ~l ~l'lrJ~~~ ~

~~{;1::;~lill'lllJfl1~H'll'U~U'UU~::;"i\'lrJ~l'ltJrJm~rJ'U{;1::;1 f1~'l

8. e:iIilua~::;'U'UIii'rJ'lnlV!'U1il1fifl1~u ntJlilv!lJlm~'V 1rJ~i11 tJ1'U~f1~B~l tJ'VrJ'llJV!11'VltJ1~ tJ ~yjB~"

v!lJ1m~'V1rJ~6'l151~ru::; (public IPAddress) uae v!lJlm~'V1B~i11tJ1'U (private IP Address) ~yjm~tJn

~f1~rJ~ltJ~BtJ ~~{;1::;1~~lilvh~::;'U'U~~U{;1'lv!lJlm{;1'V1rJ~~f1~rJ~ltJ (NAT v!~rJ Network Address Translation)

~yjm~rJlJ~rJ1ucJ'lJl1tJ'UrJn611'U'l1'U
9. lJV!11'VltJ1~ tJnlV!'UIillJ1I'l~\il'U fl1~~~BlJ~rJ~::;'U'U6'll~6'I'U~'Vlfl'VrJ'llJV!11'VltJ1~ tJ llil m ~mJ~rJ.

1. 0i'll'Ulii'rJ'lrJB n'ill m::;'U'U6'll~6'I'U~'VlflV('Uvh~B~6'l1'il~'Ufl1~u5'lJ~'l1'U ~"1l'U~::;'U'U6'll~6'I'U~'Vlfl

~::;'U'Uu5'lJ~fl1~f1rJlJ~1~l'lrJ~~U'UIii''U

2. m i'll'Ulii'rJ'lnlV!'UIil~rJm.if ~~{;1::;~~6'I~1'UnrJ'U~.ifl1 i'll'U~::;'U'UU fi'lJ~ fl1~f1BlJ~l ~l'lrJ~~yjrJ,,~ ';...I

4. ~::;'U'U?{1~6'I'U~'Vlfl'VrJ'llJV!11'VltJl~ tJ~fl1~"i\'1nlil~::;tJ::;~1{;11fl1~~~BlJ ~rJ~~rJ1~~fl1~ 1i'l1'Ul'lllJ

~::;'U'U~~fI11lJ~1~ru?{'l1IiltJ'il::;lii'rJ'l1~~n'U30 'Ul'Vl (Idle Timeout)
v~
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(;j1'UVi 10 u 'U1t1nU~ n1'~f11'U~:Un1'i1 ii'~'U'vl-r'rl6611161'Ub'VIA

1. ~(1luaseuu bb{;1~m-d~I'U'iJ~rfI€J~'m)fl'iJlm~UU'VInfl~~ b~m~ nni'";i1-d'l1'U
'\l'U 'U ,

2. m -d~1'U'iJ~rfI€J~tJ(1lbfl~€J~fl€JlJV11b\))€J1'V1nfl~~b~m~ntlf1U~~1'U ru ~'U1'U
'U ,':..J

3. b€Jn?!1'";i~b'U'Ufll1:ui:1U'Vl1~'";i1'IJni'";i'iJ~rfI€J'lbn'Umn 'Ui'U~n~t1{;1€J(1lJlCl?!1lJ1'";iflg€Jfl1rf1 Lb{;1~1~
'U

11~ L€Jn?!1'";if111:ui:1U'Vl1~'";i1'IJf11'";iHffi~~Vli:1~ b~n~1'U

4. nru u 'iJ~?!1lJ1'";ifl btJ(1li'U~n b€Jn?!1'";ii:1U'iJ~rfI€J~iJ~~u~ (1l'IJ€JUbL{;1~€JCll'U~t1{;1€J(1lJlCJ
'I QJ 'U '\J

5. m -d'l1'U'iJ~rfI€J~1~u'U'VinTI~'?!~1'UbnU 11ffi~~Vl~€J bfl~€J~fl€JlJV11b\))€I1m -d~1'U
'U

, '
6. LiJ€JiJf111V1:u-viib€Jn?!1'";ifll1lJi:1U'Vl1'l'";i1'IJ n1'";i~I'U'Vl1~ Lfl~€J~V1lJ-vii'iJ~ rfI€J~i11b€Jn?!1'";i€J€Jmin

d .:::.. 6' tV .<:::!I

bfl'";i€I ~'VilJ'Vi'Vl'U'Vl

7. b~€J11?i'~Ub€Jn?!1'";ifll1lJi:1U'Vl1~'";i1'IJni'";i~1'Ubfl~€J~1'Vl'";i?!1'";i'iJ~rfI€J~~'Ui11€J€Jn'iJ1mfl~€J'll 'Vl'";i?!I'";i

8. mru~iJni'";i'o;l1Vl1j1CJ~?!(1l tnlmrufl€JlJV11 b\))€I 1 Vl~€J €Jtlmru~(1l bnu-U€JlJ{;1~iJ-U€JlJ{;1~btJ'U
'I , , '\J 'U

" "
fll1lJi:1U'Vl1'l'";i1'IJ ni'";i'iJ~rfI€J~ii1bU 'Uni'";ivl1m CJ-u€JlJ{;111'Uri€J'U'Vln fl~ ~ 15ni'";ivllm CI-U€JlJ{;1'iJ~rfI€J~ii1LU'Uni'";i I'l'l

'U' 'U

~1~(1l~?!n (Hard Disk)

€I 'Uru1 \))'iJ1 n ~ ~ iJ ~ 'Vl6 1tl '";iu n '";ilJ Secure Erase
, v 'U

", .,
b'Vl1'U'U

'Vin'Vi1(USB Drives)

€I 'Uru 1 \))'iJ1 n ~ Vi iJ ~ 'Vl6 1t11 u n '";ilJ Secure Erase
, v 'U

", .,
b'Vl1'U'U
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(Cell, PDA)

'Vhn11~l"1ll'lfh1tJtl~fh lVli1-EJ'U1:;V)uVi1

l~~~'U~m)fl\llfll1~~1'U

, ,
IV I .:::.. i.J .0::::.1

tJ~fI1l1~ 1'l'U'VI eJeJfl \11 fl

11~~1'U

vl1fl11'V1Ul'V'JeJ,

1

(Network Devices)

~11'l'l1(Switch) ~~lm1()n1V1'UVllfl~mhm~ile)'u (VLAN)1Jl

2. fl11~ Vlfl;;i~lfl~eJ~l tJmoff~1'Uf11tJ1'U1Vlvl1fl11~Vl fl;;i~1'l1~f111;l\l ua :;Vlth~ lVlmh nVl
, 'U ,

3. fl111 off~1'UU'Ulfl~eJ~1 tJVI~ fl ~ eJ~iJ fl11~ Vlfl;;i~~'U ~ fl11'Vh~ 1'U1'l1~ fll1~ lVI~l :;~~,
lVlmltl~lltJm{Jw;h'U V)~d

(1) fl;;i~lfl~eJ~lmluu1off~ltJ (Wire),

I i.J i.I..d
(3) fl~lJl\llV1'U1'V1Vlllm:;uu (Administrator)

, 'U

(4) fl;;i~lfl~eJ~fleJ~Yllll'leJ~m.j~ltJ1 VlU~fl1':i~1511ru:; (Public Server),
(5) fl~~lfl~eJ~fleJ~YllLl'leJ~m.j~ltJ 1tJ1llm~tJ':i:;~fl~ liJ'V'J1:;nu (Application Server)

(6) fl;;i~Lfl~eJ~fleJ~Yllll'leJ~ll:J~ltJ 1VlU~fl11liJ'\"j1:;mtJ 1'U~Vl11'V1tJ1~tJ(Internal Server),
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(1) 61'llJl'HI1.ff~1'WB'Wb 'VlB~bU\91~b.u'W'Lh~ lCJ'll'l1l'imnnl'VlCJ1~CJ b'Vh~'W

(2) 611lJl'Hlb '1h1.ff~1'WJ~LJLJ61l'J61'Wb'VlP1mCJ1 'l.M{'[\9ICJ1lJijfl1J~1n\9lJ~CJ~b 1m

(3) 611lJ1Jtl1.ff~1'W~'Wb 'VlB~bu\9l1~l'imdBijfl1JV1611i)'l11'11\91'Ul\9lCJ 1.ffJ~61U1P1nB~b 'VhJ'W
'IJ

(1) 611lJ1Jtl1.ff~1'WB'Wb 'VlB~bU\9l~ b.u'W'LhdCJ'll'l1l'imJovnl'VlCJ1~m'VhJ'U

(2) 611lJ1Jtl1.ff~1'U~'Ub 'VlB~bU\911~bdBijfl1JV1611i)'l11'11\91'Ul\9lCJ1.ffJ~61U1P1nB~b'Vh~'U
'IJ

lJ'l/nl'VlCJ1~CJ l\9lCJij~'Vl61 'UfI1Jb '1h1.ff~1'ULJ'UJ~LJLJ bfl~B'li1CJ~~d

(1) 1lJ611lJ1JtI b~mjl'iB 1 tJv~m CJ'UBnm~lJ'1.IB~\91'UbB~ bl'Ubbl'iij fI1J'1.I BB'Uru 1 \91b.u'UmruV1bP1~, , ~
~~Ii) ~ (;)B~1~-rLJfl11lJ b~'U'llBLJIi) 1 n611UnflBlJV11 b\9ldb.u'Um CJ~n~rue) n~J

7. milJb~TV'ith~\9I bbm~LJLJij~'Vl61 'UfI1Jb '1h1 i~1'ULJ'UJ~LJLJbfl~B'li1CJ~~d
, 'IJ

8. n~mfl~B~ flBlJV11 b\91B~bblJ'li1 CJ(;)B~ij f11J n1'vl'U \91 J~ ~LJ fl11lJ611 f1ru mlJf111lJ(;)B~ f11J, ~

b~B~\9I n~lJ bfl~B~flBlJV11 b\91B~bblJ'li1CJ1 tJV~\9\'1bbVlti~~bVllJ1~61lJ 1lJl11i)~ b.u'Un~lJ'1.IB~ bfl~B~ bblJ'li1 CJm ~LJ~fI1J, ,

.c:!.:I ..:::.. 6' I I

LJ'Ubf1JB~flBlJ'V'll b\91BJbbdJ'1.I1CJ

(2) bfl~B~flBdJV11 b\91B~mCJ'WB m~LJLJ bfl~B'li1CJ'1.IB~dJVl11'VlCJ1~ CJ(;)B-:J1lJ611lJ1JtI b~BdJI'iB boU1

dJ1E1-:Jbfl~B~bblJ'li1CJ~BCJ1'Un~dJ b~B 1~LJ~fI1JmCJ 1 'UlJVl11'VlCJ1~m 'Vh~'U
'IJ ,

(3) bfl~B-:JflBdJV11 b\9lB~bblJ'li1CJ1lJ611lJ1Jm ~BdJ~B 1 tlV~B'Ub 'VlB~bU\91bl'Ubbl'iij bVI\9l~1 b.u'U~,

~ I ..:::.. Q.I

bflJB'1.I1CJ'1.IB~dJVl11'VlCJ1~CJ

10. ijn1Jn1V1'U\9In1Jfl1LJfldJ n1J boU15~1uueiae n~lJ~'U~ n1Jvl1~1'U l\9lCJn1Jb ~BdJ~BdJ1 E1~, ,
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~1'UVi 12 bb'U1tJ!lu&in1"j;ijwlnl~~tJmru-rm~nrl11lJtJ~eJVl.nEJhH1eJ~~ (firewall)

1. G11tlf)fleJ~~l b~eJ~ih.I!Ul~1 'Uf11~'U~Vil~~ ~ rrrsua~fhVi'U~fl1 f11~1 otl\ll'U'lJeJ\leJtJ mru-r fll':fl,

ml~u(;,] eJ~.n tJ~1'U nal\1'U'U~~'U'U bfl1eJ~1 tJ'lJeJ\I~Vil1'VltJ1~ tJ

2. f11~1otl'U~f11~liil\1 1'<iJ~hl~l~Tm 1~'U~f11~1JlbbliiiJf11~'lJeJeJ'4t1Jlmu'U~bl"1'\':f Vi~eJ'U~f11~~~n~

G11tlf)fleJ~~1 b~eJ~btJ~ 1~'U~f11~b 'Yh,!'U

3. m otl\ll'U'<iJ~vleJ\lvllf11~~~'<iJ1.hl1~'U l~tJ 1-d~eJm -dbb(;j~~1X?l~lW:rlI"1TIeJ~'Vlf)fl~\I neJ'UboVl1-d\ll'U
'U '\J 'U "

4. f11~b tJ~uuutl(;,]\lf11~nlVi'U~rhliil\1 1 'U'U~tlmru-rf)'\':flfl11~tl(;jeJ~.ntJ'<iJ~vleJ\lillb U'Uf)l~

1~tJ ~~1Jl-r'U~ eJ'UVi~l tJ ua~'Vlf) fl~ \I~iJ f11~btl~ tJ 'Uutl(;j\l vleJ\lu'UYi f)oVeJ~(;j ua~G11~ eJ\loVeJ~(;1~ 1 Iii1\1 1
bn'UHneJ'Uvllf11~b tl~tJ'Ubb um

5. f11~1 ~'U~ f11~fl'U brl~eJ\I fleJ~~l b~ eJ~(;1f)~ltJ'<iJ ~ btJ~'V'm~~~ VU'Uf11~ 1 otl\ll'U~'U~l'U Vi1eJ~ ~

1tl~bbm~~11 ih'Yh,!'U Vil f1?h'U\ll'U~'UiJfl11~'.\l1 b-U'UvleJ\Ib~eJ~liieJ~l'U'V'IB~~'UeJf) bVi'ueJ'<iJlf)~nlVi'U~ 11' vleJ\I

1Jl-r'U1)'Urul~ b-U'Umru~ bl"1'\':f'<iJlf)G11tlf)fl1)~~1 b~d, v

, .::;
b'Vll'U'U

btJ~1-d'U~f11~bfl~1)\lfl1)~~1 b~1)~mj~lm 'Yh,!'U

8. biM'U'Vll\1f11~b~1)~Iii1)~~'U'U bfl11)~ltJ'<iJ ~vl1)\liJ f11~fll'Ufl~ b~1)h~\n~fll1~tl(;']1)~.n tJfl'UoVB~(;1, ~

9. 1 'Umru~~1'<iJ~'Ul1 bfl~1)\lflB~~l b~1)~~f)~ltJ 1~~iJ~ ~&im~~ f11~1otl\ll'U~-u~Iii1)'U ltJ'UltJ

Vi~1)iJf11~1otl\ll'UrJ'Un1)1~bn~t1t1JVilliimfl~1)~ltJ G11tlf)fl1)~.yh b~1)~'lJ1)~\ll'U~'Vl~1 'Uf11~~~r'U Vi~1)'U~Bf)f11~ 10tl

\ll'Ubfl~1)\lfl1)~~l b~B~(;1f)~1 tJ'!'U'<iJ'Uf)11'<iJ~ ill bU'Uf11~bbm 'lJb~1'<iJ~'U~

~1'UVi13 U'U1tl!lU&in1~rl1'UfllJn1~1~'U~n1~-lieJ~~

1. ~Vil1'VltJl~CJvle:J..:JnlVi'U~ 1~iJm~'Hn~fll'Ufl~f)1~ 1~'U~f)1~oVm.J(;,]?ll~?l'Ub '1'11"1b~e:Jb-U'Ubb'Ul, ~
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hw nl'V!'W~ll 'W1tJ5LJ~1 'Wfl111 '\Ir\j~fl1';i.1J'El~f:1'El~l~l tJ'W'Vll~fl11 ~'(J'El1.;r.1J'El~f:1rX'El~'(J'El'El'4~1(9lltJ'Wm tJ~ fl't~ru
elm~1 (9lll.!?ll tJ~1'W19i'El~~tr1V!.ul?h'W~ 1'W'(J'El~l.!V!11'VlmiltJ

2. ~~llf:1.1Jmm~~rX'El~nlV!'W~1tJ II'U'Ufl111 Vl'U~fl11.1J'Ell.!f:1?111?1'Wl'Vl1"11Vllv!:J.Jl~?lWl'U fl11U11 tJ1.;{
'\.I'U 'U 'U '\J
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.,,;
Vi~';I\WVI 4

n1'a:&'~Vi1~ (9),J'W1 'tJ1'a{l'rmn bb(;l::n1'a~-3 ~eJU'a::UU(;11'a(;1'Wb 'VIfl,

enuu ttl intl1'WVi~1Vl~'h~1"'w n11~ v1Vil ~1'lJ'Wl ua ~'\.h'a'l1n~l1~'U'U?ll1?1'Wb Vlfl ~'lfhVi'WVl~'W,
b~ eJl ~nl1~I'lJ'Ul ua~t1l1 'l1~'U'U?ll1?1'Ub Vlfl?ll~l1r1 ~l bU'U nl11~Vl tl?leJ Vlf1t1eJ'l n'U'U ttl'Ultl f11l~~'Uf1'l,

uunlf1U~~lVi1'U n11~l bu'Um1~I'lJ'Ul1~'U'U~'Ub ~eJl ~~eJeJ nu'U'U ~~I'lJ'Ul 11~~'1~Vlbbm~'U'U 1v1Vl1~Vit1nCi'l~ ~ ~ ~~

f1d l ~~'U f1'I'll ~ €IVlJl tl 'lJeJ'I?ll1?1'U b'VIfl bb~~'ll 5 U~eJ ~ l 'Ibf1~'l f11Vl

2. nl11 bf11l ~ ~ bb~~ €I€In u 'U'U1~'U'U?ll1?1'U b'VIfl rKeJ'IfllU'l Ci'lf11 l~'ll~eJ VlJl tl1'Unl1 b-is l Ci'l

ua~~Vlbi'i 'U-iseJ~ ~ t Vltl 1 ~ 'U'U?ll1?1'U b'VIflVi~ n~il f11 l~.~ l ~ ill rK€I'! il nl1 b-is l1~?I'lJeJ 'I fll1~ eJ6'll11 ~ 'ltd l'l
'U ~

bf1~eJ'If1eJuvh bVleJ~uihh mb~ ~ bf1~eJ'lf1eJuvh bVleJ~~n'th tlv11 tlmVl1\il'U 1'U1'U1eJ'I (SSL)
'U '"

3. 1~'U'U'Il'U?ll1?1'U b'VIfl~~ 1'lJ'Ul~'U rKeJ'lil n 1 ~'U1'U n l11 ~ 'Ubb~~ -W?l~tJ\il1 Vl'UVll~'U ttl 'Ul tl, "
bb~~ bb'U15U~ fll1'U~Vil1~Vl n111~?1 ~ l'U~ lVi1'U0 otl'll'U

4. 1~'U'\J'll'U?ll1?1'Ub Vlfl~~I'lJ'Ul~'UrKeJ'l?ll~l1mllVi'UVln~~'lJeJ'lm otl'll'U Hi'bbn m otl'll'U~1 1 'll
''U 'U

11 v..d lId ~ lJ

b~lVi'Ul'VIVlbbm~'U'U ~ btltl~'I.l~ biJ'UVl'U
'U 'U

5. 1~'U'U'Il'U?ll16'l'Wb 'VIfl~~I'lJ'Ul~'UrKeJ'I?llm1mllVi'UVl~Vl5l ~bb\?)mm~~ 1'Wn11~lb U'Wfll1 1v1bbtl,
n~~~?llm1r1~eJ'Ib~'Wb~'U n~~~?llm1m~~ bbm'lJ-iSeJ:lJ~ n~~~6'll~l1r1~'U-iSeJ~~ dJ'WrK'U

.. 'IJ 'I 'U 'I 'lJ

6. rKeJ'lilm1~Vlbn'U-iSeJ~~m1b-iSllotl1~'U'U'Il'UtVltlil1ltl~~bBtlVleJ~l'll1eJtl ~eJ l'U nm b~~mi'll'U
'U 'U

7. 1~'U'U?ll1?1'Ub'VIflih~tl~b1mlwfll1b-iSll otl'll'Ub U'Ub1m 3 i1t~'l l'Umru~rKeJ'lm1li'll'U

\?)m~eJ'l~~rKeJ'l'Vllm1nVltJ~ Refresh b~eJ\?)m1m 1 'Ufll1b-iSl1 otl'll'Ub~~f1~'1~~ 3 i1t~'l (Session Timeout),

~~VlbVl~tl~ 1l~lVi1'Ufll1~I'lJ'Ul bvhJ'U

9. ~~I'lJ'Ul1~'U'U rKeJ'lVl11 ~?leJ'U bb~~ f11'U f1~ bdeJ~i'U'lJeJ'I"tfeJ~?I tflVl bb~~rKeJ'lil1~'U'U m1~l1eJ'I
'U ,

"tfeJ~?ltflVl tleJ'Wfll1bbm 'lJVlnf1~'1,
1O. ~~I'lJ'Ul1~'U'UrKeJ'l'Vll fll1'V1Vl?leJ'U1~'U'U~'1 bb\?)m1th-iSeJ~~ b-iSl m~'U1'Ufll1'll1~~1~ ~ ~

'U 'U

bb~~Vl11~?1 eJ'U~~~'\"rB~l n fll1'll1~m~ ~~'VI nf1~'1 neJ'UL1l1~'U'U~'U 1i'll'U~~'1,
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13. iJbbe-J'U1 'Ufl1~th~'1-rfl'\~l~::;'U'U Hlbbn rmu'U::;tJlbb{;1::;61'1b?l~:lJfl1~ 1 i'll'U fl1~LJ'l~'1-rtl"l~::;'U'U

uae tllT~ 1~1 ~ I"nl:IJlii'fl'l ms b~fltJl:IJl'\.H'ULb'l~::;'U'U,
14. ~::;'U'U?ll~?l'Ub 'Vlf'1~iJ fl1l:IJ61lflru?l'l uae11vlfl rrrssu tl1'U~::; Iii'fl'liJ msuu mfl~fl'l b~fl1-1l1 'Uv"

V!V i.I I i.I 0.;:", 0 i.I !.J' I .d IV 4 c::t V

1. e-J~fl'l"IJfl"IJfl:IJ{;1?l1'U'Uflfl{;1~fl'l~l b'U'Ufl1~mfl nfll~fl'l"IJ fl"IJfl:IJ{;1?l1'U'Uflfl{;1 'VI~fl'U'U'Vlntl'le-Jl"n'Ufl:IJ
'U 'U "I 'U" 'U 'I

-Um.m611'U'Uflfl{;1 Cl'l~lCJ{;1::;bBCJ~bb{;1::;1~tlu~::;?l'lfl1 'Utl1~tJl-Ufl:IJ{;11 U1i
'U "I ' "I 'U

2. 1oX~fl1'U~:IJ-Ufl~{;1611'U~flfl{;1~~LiJ'Ufl1~m1~?lfl'U~'Vl5 Bl'U1~'VIU1~ bL{;1::;~1'Utl{]Vi:IJ1CJ~~flfl{;1
.:::9 I .:::9 ..::::....::::. <v V lJ 1

Vi~fl 'VI'U1CJ'1l'U 'VI~fl'U~'U fl fl {;1'U'U~fl'l"IJ fl"IJfl:IJ{;1?l1'U'U fl fl{;1, '"
3. ~~1'<il?lfl'U~lCJ{;1::;bBCJI?l1~tlU~::;?l'lr1 r.h~::;?l1:IJ1~tl61'1:IJfl'U-Ufl:IJ{;11oXm:IJfh1fl'l"IJfl1~ 'U~::;~'U11?l ~'1, "

1 'Umru~lii'fl'l fl1~-U fl:IJ{;1~~'<ihLl"ll::; Cl'l-Ufl:IJ{;1611'U'Uflfl{;1?l1:IJ1~tlvil ms uU{;1'1-Ufl:IJ{;1~~'<illLl"ll::; bu'U
'U 'U" 'U

~-M?liJ~'Ul:IJ L~fl1 iu~::; lCJ'lli1LL'Vl'U1~Vi~fl1~

'<illLU'U~1:IJ1~tlU~::;?l'lr1fl1~ 1 i'll'U,
2. U'U'Vitl~fl"IJfl'l~"lJfl-Ufl~{;1 LL{;1::;-Ufl~{;1tl1~~l?lvlflLL{;1::;~l'Utl{]'VI:IJ1CJffii ~(;1fll?l~'Ul~~u~::;?l~fl1 urns

1i-Ufl:IJ{;1611'U'Uflfl{;1" ,
3. LL-.D~1oXe:r1fl'l"IJfl'Vl~1'U 11L~fl1~-r'U-Ufl:IJ{;1 LLi;l1Iii'fl~~lLiJ'Ufl1~m:IJ"lJfl'UL"IJ~ LL{;1::;1~tlU~::;?l~r1~1fl~"lJfl" " ,

1uLvht1'U

1. ~1?l~1:IJ'Vl'U'Vl1'Ufl1~H-Ufl:IJ{;1 nn 1 tJ1lcJ~iJfl1~1i~1'Uflci'VI~fliJtl1~H'I1'Um:IJ1~tlU~::;?l'lr1'V1~fl1~
'U , 'U "I

'VIltl1~1~iJfl1~ 1 i~1'ULL~1 fl1~bL~~ 1oXe:r1m"IJflviltl1~{;1'UvilmCJ-Ufl:IJ;;'1t1'U
" "

2. nlVi'UI?l~Ubb 'U'U1'Ufl1~u-r'Uu~~-Ufl:IJ{;11 oXiJl"nl:IJVl'UmjCJvlflfl1~ 1 i~l'U L'Ii'U fl1~~::;1 itl1~61~-Ufl:IJ;;'1
'U .. 'U 'U

t:Jl'U~::;'U'U API L~fl1 oX-Ufl:IJ{;1ffi~-r'UumCJ'Vll'1L U'U-Ufl:IJ;;'1~Vl'U?llJ'm)~ 1'UlJ'~~{;1fll?lL1m
" "
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cl
'Vi:W1W1'Vl 5

fi11~1bti'Wfi11n'U!;ltl1'Wfl11ru~h'W1"l11:W~'WI"l~t1m)WI.nEJ

(9)1:W'W18 'U1 tJ1 'W'Vi:JJl ~ ~rh~18 f11'j ~ II U 'Uf11'j n'U G'lm 'U f11'j ru ~ 1 'Ufll1:JJ if 'UfI ~tl(;le.J~ Jl8

~~rh'Vl'U~~'Ul ~e.J1Vlih~'U'Ufl1'j'j18~1'Ul 'Vl(9)fi1'jru~ l~ 81-ife.J~n'Ufll1:JJif'UfI~tJ(;le.J~Jl8 uae1'~\ tJ'Ulfl~e.J~:We.J,

II 'UltJ~'IJ~ l ~ e.Jn 1 'j(9)'jl ~ G'le.J'U ua~-.D~ nl~ IIA1"Ul 'Vl~ n 1 'jru ~ l'U fll1:JJif'U fI~tJ(;l e.J~il81~ e.J~ 1~ l 'Vl:JJ1 ~ G'l:JJ

ll(;l~iltJ~~~'VlTIm~

u'W1t1~U~ fi11;ij Wlfl11bbm"l.lb'Vi~fi11ru~1'W1"l11:W~'WI"l~t16le.JWI.n EJ

1. er~ ll(;l~~'U'U~e.J~~ll u'U n l~(9)'jl\)G'le.J'U n 1~1.if~1'U~ ~'U'U lfl~e.J~ 181~ tJ1.if lfl~e.J~:We.J1 'Un1~
'U 'U

ml~G'le.J'Ull(;l~~~ln'U-ife.J:JJ(;l nl~ 1VI'U1nl'HfI~e.J~ltJ
'U

2. l~e.Jilnl~ml\)~'UfI11:JJ~WltJn~~~vh 1VI'j~'U'Ulfl~mj18 hJG'l1:JJ1~tl1 VI'U1nl'j 1~ 'Vl~e.Jnl'j 1.if~1'U

1~G'l~~ln er~ llm~'U'U~~~e.J~~llU'Unl'jll~~ 1Vim i'Vl'jl'Ull(;l~-.D~ In'Ul:l~~~'UmltJ~l'U'uru'Vll~~'U'U lfl~e.J~18
~~ ~ v

3. er~ ll(;l'j~'U'U~~~e.J~ l~~iill u'Unl'jllm "UUru'Vll'j~'U'U lfl~e.J~ltJ 1VlG'l1:JJ1'jtln~'U:JJ11 i~l'U1~
'U'U v

(9)1:JJtJn~ 1 'Umrum~G'll:JJ1'jmlm"U 1 1M..if~1'U1~mtJ 1 'U 15 'U1Vl ~e.J~iill U'Ufl1'jll~~l~1'Vltil~tJ'j~"ljl~:JJ~'U5
, ,

tJ~~ nlf'l~11lfl~e.J~18ll(;l ~ II~~~l'Vitil61l'U~l'UVl dl81-ife.J~Vl'jl'U

4. l~e.J iill ilu nl~ llm"U lG'l~~~'U ~e.J~ ii II u'U n 1~ II~ ~ l ~ l'Vltil~tJ~~ "ljl~:JJ~'U5tJ~~ n If'l~11

lfl~e.J~18 lll:l ~-.D~"v11A:We.J15fl1~ llm"Uu ru'Vil 'jl:JJ~~~18~1'UG'l~tJ ~l:lm~iill uml'W ~e.J~l'Vlti l61l'U~l'U
'U v ,

bb'W1t1.nu~n11bb~~ b'ViWI6l:: biJWIil'e.J:W6lcl1'W'UI"lI"l6ldJ Ii 'U II

1. ilm'jrll'Vl'UVl1 VI~-r'U~~"lje.J'U1 'Ull~(;l~'j~'Uml'Uilm'jll~~l'Vl(9)(;l~ l:WWl1Vln'Ul~l'Vltil~f1:JJfl'je.J~
'U "

-ife.J:JJ(;l61l'U'UflfI(;l"Ue.J~:JJ'Vll1Vl81~8
'U ,

2. l~ l'Vltil~ f1:JJfI,;)e.J~-ife.J:JJ(;l~1:JJ n'U er~ ll(;l';)~'U'U-rmn fI11:JJtJ(;le.J~ Jl8tJ f)'IJ~(9) 1:JJm~'Ul 'Unl'j
'\ 'U 'lI'U d..J

0'::::' ~ cv.:::. f{ .::::. i.I I

~ll 'U'Unl,;) l:JJe.JVl,;)l'Ul 'Vl(9)e.J'U1ilm';)t1J(;l ~ l:JJ~"Ue.J:JJ(;lG'll'U'UfifI(;l
't'l 'U"

3. mru~il l 'Vl(9)(;l~ l:W~-ife.J:JJm11'U'UflfI(;l ~e.J~rll'Vl'U~15tJf)U~'Vi~e.J~'U(9)e.J'Um'j II~~~m11u n~l'U
'I 'U 'i 6.J

fI t1J~m 'j:JJfl1 'j f1:JJfI ';)e.J~-ife.J:JJml1'U'Ufi fI(;lVl';)l'U ~~ l'Vi(9)(;l~ l:W~-if e.J:JJ(;l61l'U'Ufl fI (;l.il181 'U 72
'I 'U 'I 'I 'U '\

.rrl1:JJ~ (U'U~~ ll~Vl,;)l'U l'Vllil),

~'Ull1~ilfll1:JJ l~ 8~'Vl~e.Jm~Vl'U~e.J~VlTIlll:l~ lG'l~m~"Ue.J~'UflfI(;l l"ti'U mru-ife.J:JJ(;l tim-ifl'j~G'l
, 'U 'U

1~8 Ransomware ll(;l~ 1~G'l1:JJ1';)tl1.if·n'U 1~ ll~-ife.J:JJl:l61l'U'UflfI(;l1~1~ilfl1'j~11 'Vll:le.Je.Jn1 tJ
'U ,
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eruru lcnJ1CJ 1 'LlVl:JJ1V1~11 ~l CJf11'J'U~Vll'Jfll~:JJ ~eJ l tieJ'I'lJ&:J f11'Jvll lU'Ll.fl1'J n'iJ'lJeJ'I:JJVll1'Vl CJ1~ CJ

~'1 nlVl'LlV1~'Lll ~eJiJ1,x f11'J v11l U'Ll'll'LlmWll'Jn'iJ'lJ eJ'I:JJVll1'Vl CJ1~ CJlnV1f11'J &jV1-rrV1Vl~eJVlCJV1'll~~n ll(;'1~UeJ'I n'LliJ1,x,
nl 'J'tJ 5iJ&j'l1'Ll (l11:JJfll 'J n'iJ ~611fl tlJ'lJeJ'I:JJVll1'Vl CJ1~ CJ~ eJ'Il~-r'U t:-J(;'1n'J ~ 'Vl'U Vl~eJ lnV1 fll1:JJ l~ CJVll CJ~'Llll 'J'I

B'Lll tieJ'I'iJ 1 nflll:JJ e1V1~(;'11V1'lJeJ'I 'J~'U'U?ll'J?l'Lll 'Vl1"1ua ~l~eJ 1 ,x~'Ll1 'iJ1~11?ll:JJ l'Jbl n'J~'U'U fi'Lll~ 'Il'J ~ CJ~ ll(;'11
I I I 'U I

VllVl:JJ1~?l:JJ :JJVll1'VlCJ1~ CJ::S'll~ nlVl'LlV1ll 'Lll'tJ5iJ&jl VleJf11'Jfll'Uf):JJflll:JJ l~CJ'Ill(;'1 ~ueJ'I n'Llt:-J(;'1m~'Vl'UVleJ1'iJ:W~eJ

. flll:JJ~ 'Ll19'1'tJ (;'1eJV1.nCJ'lJeJ '1'6'11'J?l'Lll 'Vl1"1'Jl :JJ~'11 ,x?ll:JJ 1'J bln 1 Vl'Ll17116f11 'J'tJ 'J~ lil'Ll fll1:JJ l~ CJ'11~mh'lbl n ~eJ'I
'U

G1'1t:-J(;'11,x'J~'Uflll:JJ l~ CJ'I~eJ1'iJ lnVl~'Lll~eJ ~ 1'1-tlV1l'iJ'Ll ua~?ll:JJ1'Jblfll'Ufl:JJflll:JJ l~ CJ'Il~eJ ~1'1:W'tJ'J ~~'Vl5.fl1~, ,

u'Ll1'tJllu~ nT'H'I'n"il?lB'U bb~~U1~bil'Ufl11:JJ b~ fJ..:J

1. 'J ~ 'U 1911 :JJb~ CJ'Iu~~bVl(l1n 1 'J ru 1911 :JJb~ CJ'11 ,x '6'1eJ V119i1eJ 'I (l11 :JJut:-J'U 'U~ Vll 'J 1911 :JJb~ CJ'I, ,
'lJeJ-.:J:JJVll1'VlCJ1~CJb~eJ(l1'Jl'iJ?leJ'U bb(;'1~'tJ'J~bil'Uml:JJb~CJ'I 1il-.:J~eJ1 'tJ.Q

(1) flll:JJ b~ CJ-.:J~bnV1'iJ1 n f11'J~ n~eJ'U b'ih~'1'J~'U'U'tJ5iJ&j f11'J b~eJ €1V1fl'JeJ-.:Jbfl~eJ'IfleJ:JJVll bVleJ~

bb:J~lCJ~l'U'J~'U'UB'Ul'Vldli1Vl (Internet) ll(;'1~B'Ll'Vl'Jlli1Vl (Intranet) lV1CJ1:JJ1~-r'U8'LlrulVl, v

(3) flll:JJl~CJ-.:J~lnVl'iJlmfl~8-.:JiJ8~1'Ul'Vlfll'Lll(;'1~?ll'J?l'Ul'Vl1"1 Vl~eJ'J~'U'Ulfl~eJ'U1CJ

bnV1m'J-rrVl.v8'1'J~Vll1-.:Jm'J 1-1f'l1'Ll

(4) flll:lJ l~ CJ-.:J~l n V1'iJln m 'JVl?l'iJ '11i11Vl'Lln'U'J~'U'U?ll'J?l'Ll b'Vl1"1~611flru~ 1'Ll'J~'U'U bfl~eJ'lh CJ'lJeJ-.:J
'U v

(6) flll:lJ l~ CJ'I~ lnV1'iJIn:w lVlVl[;'1~ lil V1.v8:lJ[;'1G11'U'U1919[;'1, 'U ,

2. n lVl'Ll V116f11 'J1 'Uf11'J'tJ'J~ lil'Ll flll:lJ l~ CJ'Ill[;'1~ fll1:lJ'J'U lb'J '1'lJeJ'I t:-J[;'1m ~'Vl'U~ lnVl~'U lV1CJf11'J,
'tJ'J~ lil'Llflll:lJ l~CJ'I1 ,xfll{j-.:J~-.:J8'1rl'tJ'J~n8'U1il'l~81 'tJ.Q

(1) flll:lJ'J'Llll 'J'I'lJeJ-.:Jt:-J[;'1m~'Vl'U~lnVl'iJlnml:JJl~CJ-.:J,
(2) .nCJflnfll:lJVl~eJ~'1~eJ1'iJneJ 1 ,xlnV1l VlVlm'Jru'Jl:lJ~'1flll:lJ ltJ'Lll 'tJl~~'iJ~ dlV1l VlVlm'Jru, , ,
(3) 'iJV1e)eJ'LlVl~8'1ieJ'IlVll~eJ1'iJbln 1m 'Llm'JneJ 1 ,xlnV1l VlVlm'Jru, 'U ,

3 nlVl'LlV1:lJ1Vl'Jm'J~V1f11'Jflll:lJ l~CJ'I

( 1) v\' II U'Un1'J 'Vl'U 'Vll 'Llll t:-J'Llll n1'lJU tlJ Vll 'iJ1 n?l m 'Un1'J ru 1911 :lJ1:J ll1.1'LleJ 'Llll [;'1~ .n CJVliJ&j

~eJ1'iJ'iJ~lflV1~'Lln'U'J~'U'U?ll'j?l'Ul'Vll"1 (IT contingency plan)

(2) Vl'jl'iJ?leJ'Ull[;'1~'tJ'j~biJ 'Uflll:lJl~ CJ'I~l'U?ll'j?l'Ul'Vll"1~m'iJ lfl V1~'Lln'tJ'j~'U'U?ll'j?l'Lll 'Vl1"1tJ[;'1~ 1 fl~-.:J
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(internal IT auditor) VI~eJ~m11\l6'1eJLJ~l'Wfl11:uii''UfI.:j'\J~eJl?l.nCJl\llnmCJ'UeJn (external IT auditor)
'U

bb'W1'\JliU~n1~i1'H).:j'llel\1l:!

1. ~I?lVl1611 b'Wl~~LJLJi1lleJ'Wl'1u 1 ~bb~ ~ ~~LJLJ\il'W.um.m 11?lCJ~I?l~1~LJ(;mJfl11:u611rlru'UeJ.:j~~LJLJ
'" 'U v

6'11~6'1'Wb'VI1"!'UeJ.:j:UVll1'V1CJ1~CJ

2. ij~'Wl'leJ'U 1 'Wnl'~~l bi1'Wm~611~eJ.:j.ueJ:umbl:!~ m~nA'W.ueJ:U~el~l.:jfln~eJ.:j vr.:j~~LJLJi1lleJ'Wl'1bb1{
\J '\J '\J 'U

ua :::~~LJLJ\il'W';;mJ~:u'vnlVlCJ 1~ CJ11?lCJ~'Wl'leJ'W'\Jf1oJ~ uunl'l1:U~~LJLJ6'11~6'1'Wb'VII"!ueia ~~~LJLJ
'" 'U d..J

4. ~ I?lbilLJ.ueJ:Ul:!~611~eJ.:j 1 'W~eJb ilLJ';;eJ:U~ 11?lCJij fil~~ I?lm~~~LJLJ611~eJ.:j';;eJ:U~eJ ~ 1.:jbtJ'U ~ ~LJ LJ
'U 'U 'U

:Ul1-tl.:jl'W1~ 'WJllCJVI~.:j

5. ijm~'VILJ'VI1'Ubb~'W1 'Wm~I'l~11\l6'1eJLJ~~LJLJ611~eJ.:j.uf):U~'UeJ.:j:uvnl'V1CJ1~CJ f)~l.:jUeJCJtJ",~ 1 f1~.:j
'U

bb'W1'\JliU~n1~:ij~'vll~::'U'UiT~el.:j'llel\1l:!

1. Vll\ll~f1,nrll?l b~f)m~LJLJ611~eJ.:j';;f):U"'~b VI:Ul~6'1:UnLJ:UVll1'V1CJ1~CJ1~'\"l~eJ:U1-tl.:jl'U
'U

, ,
4. n 1 VI'UI?lVlUl V1uae f111:U -rLJ~ 1?l'1.lf)LJ'Uf).:jLJf1'" 1 n ~V11?lua bb~'" ~ ~ ~LJLJ6'11~6'1'Wb'VII"!ua ~ ~ ~LJ LJ, 'U

6'11:lJ1~f11~LJ~n1~ 1~ B'UbtJ'U~~l\lln.nCJVloJ&\m~nlV1'W1?l11

6. nlV1'UI?l~'UI'lf)'Wn1~bb ~.:jUruVll~f)~l?lbb",-rLJ~I?l'1.lf)LJ 1'Ubb~"':::~~~LJ~'W b~mnl?l.nCJVloJ~
v 'U'U
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'VI~"WI 7

n1'j'llllU~\911~-iieHl1'V1'W191

\911~'W1tJ'UltJ 1 'W'VI~1 \91~11 ~l tJ fl11'llij U~\911~.ueJ nl 'VI'W\?I ~-:Jnl'V1'U\?I~'U b~ eJ1 ~~'U hl1i1~\91

bb(;1:::~flmm6[JeJ-:J~'VI11Vl tJl~ tJ~'U'V111'U ua :::'llijU~\911~'U 1tJ'Ul tJ fl~ 1::: b'UtJ'U .ueJ'lJ-:JA'U 1l~~-:Jfl~'VI~1 tJ

~ b~m.ueJ-:Jn'Ufll1~~'Ufl-:JtJ(;1eJ\?IJl tJ6[JeJ-:J611161'UbVlI"1~'VI11VltJl~ tJ~-:Jl~nl"v1'U\?I u'UltJij'tJ~ b~eJ 1~iJfl11 be.JtJ bb'Vd

u'Ul 'U1tJ intJ bb(;1:::u'Wl tln u~1 ~ n'U'U fl(;1l fl1 uae 'Ufl fl (;1~ b~ tJl.u eJ-:Jl~iJ fll1~ ~ fll1~ b.u11 ';;)bb(;1:::\911:::"v1i1fl ii-:Jd..J 't 'I 'U

, d
~1'W'VI 1

1. ~\?I'll1 :::~~ tJ fl eJ'U1~ bb'Ul 'llij 'tJ~ \911~U'Ul 'U1tJ 'U1 tJ eJt11-:J61J 1 b61~ eJ 1191tJ fll1~ \?ItJ fleJ 'U1 ~

eJ1,;;)1.u15 fll 1 b611m deJ'VI1u'In'llij 'tJ~ 1'11mb 'Ul'U 1tJ'U 1 tJ b.ul n'U"v1~ fl ~ meJ'U 1~ \li 1-:J1I'll ~ bbe.J'Ufl1 1tJnsu1~ .

2. ~\?I'll1:::~~~~~'Ulb ~me.JtJ bb'V'du'Ul'U1tJ'UltJ uaebb'Ul'llij'tJ~1 'Ufl11~fl'\~lfll1~~'Ufl-:J'll(;1eJ\?IJltJ

6[JeJ-:J6111?\'U bVlI"1bb(;1:::?\~ 1-:Jfll1~ I'll :::"v1i1fl ii-:Jfll1~?! 1 Aqj6[JeJ-:Jfll 1'll ij 'tJ~1 ~ n'U~ fl (;11fl 1 1 \?ItJ fll1~ \?I~~~'Ul

eJt11-:JileJ tJtJ(;1::: 1 fl.f-:J "v1~eJ~\?I~l~n'U fll1~~~'Ul~'Ubb(;1 :::eJ1,;;)b~qjlVltJ lm,;;)l fl.fl1tJ'UeJ fl~iJ'll1:::61'U fl11cl~1'U

fl11~ fl'\~lfll1~~'Ufl-:J'll(;1eJI91Jl tJ1 :::'U'U611161'WbVlI"1b~eJ ~1 tJVleJ\?Ifl11~~
"

3. tJ1:::'1l1~~~'Ul5 bb(;1:::be.JtJbb'V'l11~fl11~~ b~tJl n'Ubb'U1'lln'tJ~ 1'W~fl'\~ru::: bfl~\?Ifll1~~ "v1~eJ.um:::l-:J
,,"-l "

1 'U'~'llbb'U'U~611~11m .ul1 ';;)bb(;1:::L111'll'll f1'tJ~l~~ltJ 1I91tJiJfl11'll~'Ub 'll~m.Jbfl~\?Ifl11lJ~eJt1 b61lJeJ
'U ~ 'U 'U
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